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Abstract

Purpose — Today, information systems and technology provides a wide set of tools for companies to increase
the efficiency of their businesses. Although technology offers many benefits to businesses, it also brings risks
as the information systems security breaches. Security breaches and their financial impact is a constant
concern of the researchers and practitioners. This paper explores information systems breaches and their
financial impacts on the publicly traded companies in different sectors.

Design/methodology/approach — After a comprehensive data collection process, data from 192 events are
analyzed by employing Event Study Methodology and a comparison of the results between the four highly
affected sectors (Consumer Goods, Technology, Financial and Communications) is presented. The abnormal
returns on the prices of stocks after the events are calculated with the Market Model. Also, the results of the
Market Adjusted Model and Mean Adjusted Model are presented to support the results.

Findings — While information systems security breaches have a significant negative impact on the Financials
and the Technology sectors for all the event windows in the study (-5, 0], [-5, 1], [-5, 5], and [—5, 10]), the
significant negative impact is observed only on the [—5, 5] and [—5, 10] event windows for the Consumer Goods
sector. No significant negative impact is observed in the Communications sector, in fact, the cumulative
abnormal returns are positive for this sector.

Originality/value — The contribution of this paper to provide evidence about the financial impacts of the
information systems breaches for businesses in different sectors. While there are studies that have previously
focused on the information systems breaches and their financial impacts on businesses, to the best of our
knowledge, this is the first study that compares this effect between the four highly impacted sectors. With a
relatively larger sample size and broader event windows than the past studies in the literature, statistical
evidence is provided to managers to justify their investments in information security and build preventive
measures to secure the market value of their firms.
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1. Introduction

Information technology (IT) is widely used in today’s businesses to elevate the efficiency and
the effectiveness of operations. While IT provides many advantages for companies, the
increasing reliance on these technological advancements in business processes bring
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vulnerabilities to the critical infrastructures which result in risk exposure and information
security breaches (Arcuri ef al, 2017; Amankwah-Amoah and Wang, 2019).

Information security breaches are major threats for businesses (Lab, 2012) and violations
of the security of the information systems have costly effects for them (Sun ef al, 2006).
Therefore, the organizations need to act more cautious to manage their information (Nishat
Faisal et al, 2007). For example, Facebook could face a fine of $1.63 billion due to the latest
security breach that the firm experienced (Solon, 2018). In total, information systems security
events cost almost $450 billion to the global economy every year (Arcuri et al., 2017), the costs
are doubled between 2013 and 2015 and quadrupled between 2013 and 2019 (Hamilton Place
Strategies, 2015). With the COVID-19 Pandemic and increase in the number of employees that
work from their homes, the opportunities increased for the attackers and the security event
costs rose by 50% from 2019 to 2020 (Hiscox, 2020). Current digital technologies as artificial
intelligence, the internet of things, cloud technologies and blockchain also brought
vulnerabilities for the businesses for the cyber risk, which may total up to US$6 trillion in
2021 (World Economic Forum, 2020). The steep increase in the data breach cost displays that
the cyber risk remains vital for businesses, and the importance of detecting information
security vulnerabilities and taking preventive measures in organizations. The causes of the
security breaches of information systems arise from weak data confidentiality and integrity
and it leads to negative impacts on the operations and assets of the organizations (NIST,
2013). The security problems continue to happen despite the existence of numerous security
guidelines and software for security evaluation and risk management. The threat and risk
sources are hackers, malicious software, bad-tempered employees, rivals and other risk
generators. Those threat agents originate internally or externally to an organization and all of
them have diverse interests and motivations (Harris, 2010; Landoll, 2006).

Security breaches in an organization could harm the customer and business partners’
trust and confidence. From the customer point of view, customers need perceived security by
the business and any security concern is a barrier to the growth of a business (Alharbi ef al.,
2013). For the business partners, after a business announces the security breaches to the
investors, the firm value faces a risk to change based on the efficient market theory, i.e. the
stock price of a business illustrates the existing information due to the “informationally
efficient” nature of the markets (Fama, 1970). The anticipation would be a negative effect on
net cash flows, thus the expected movement of valuations would be a decrease (Kannan et al.,
2007). Despite the anticipation of the negative impacts, companies are not spending enough
resources to prevent information systems attacks (Richardson et al, 2019). Companies still
allocate less than 5% of their IT budgets to security-related challenges (Richardson, 2008)
and only 50% of them are planning to increase their budgets (Ernst and Young, 2008). Hence,
the research on this area is vital to help managers to realize the costs of cybersecurity
breaches and understanding the exact impact of the security breaches on the stock market
returns will help them to decide on their investment levels for the information security
activities (Arcuri et al, 2017; Gordon et al, 2003; Goel and Shawky, 2009). The monetary
amount that a business spends on the information security activities (from preventing to
detect and correcting) should take a cost and benefits analysis as a basis (Gordon et al, 2011).
The cost and benefit information is vital to decide accurately on the investment levels, about
the likelihood of the security incidents, and their future impact on the business value (Chai
et al, 2011). Managers would invest further in information security to prevent security
breaches if they observed the investment is less than the loss in case of the event.

There is a research stream attempting to assess the financial impact of security breaches
on businesses, based on the reactions of the market and change in the stock prices of the
publicly traded firms (see Table 1). So far, the studies showed mixed results. Announcements
of security breaches often, not always, result in a significant negative impact on the market
returns of publicly traded companies (Richardson, 2019; Arcuri, 2017; Spanos and Angelis,



Author(s) Year published  Data year(s) Sample size  Results

Ettredge and Richardson 2003 2000 4 Significant negative impact
Acquisti et al. 2006 2000-2006 79

Cavusoglu et al. 2004 1996-2001 66

Aytes et al. 2006 1995-2005 67

Goel and Shawky 2009 2004-2008 168

Bolster et al. 2010 20002007 93

Gordon et al. 2011 1995-2007 121

Yayla and Hu 2011 19942006 123

Gatzlaff and McCullough 2010 2004-2006 77

Hovav and D’Arcy 2004 1988-2002 224 Insignificant positive impact
Hovav and D’Arcy 2003 1998-2002 23 Insignificant negative impact
Campbell et al 2003 1995-2000 43

Kannan et al. 2007 1997-2003 72

Amir 2018 2010-2015 276

Schuurman 2019 2016-2018 123
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Table 1.
Summary of the
financial impact of
information system
breaches

2016). While most of the studies found a significant negative impact on the stock prices after
the announcement of the security breaches to a company (Campbell ef al, 2003; Aytes et al.,
2006; Gatzlaff and McCullough, 2010; Bolster et al, 2010; Gordon et al., 2011; Tanimura and
Wehrly, 2015; Amir et al., 2018, McShane and Nyugen, 2020), other studies found no negative
impact or statistically insignificant negative impact on the companies. The reasoning behind
the mixed results is mainly the short time-periods and relatively small sample sizes due to the
nature of the topic (Yayla and Hu, 2011).

One of the questions in the literature is that “if security breaches create a negative
financial impact, are all the businesses in the market facing it equally?” (Yayla and Hu, 2011).
Tweneboah-Kodua et al (2018) argue that the financial impacts of the information security
breaches differ from business to business depending on its sector, therefore there is a need in
the literature to examine the financial impacts of those events at a sectoral level. Smith ef al.
(2019) also suggest that studies should investigate if cybersecurity events are more effective
in specific sectors. To the best of our knowledge, currently, there is limited research studying
the financial impacts of these events for different sectors and existing literature mostly
focuses on the financials sector. For example, Arcuri et al. (2017) studied the financial impacts
of information security breaches by dividing their sample into two subsamples: “financial”
and “other sectors,” and Lagazio et al (2014) focused on understanding the impacts of
cybercrime on the financial sector. Malhotra and Malhotra (2011) studied the loss of market
value after information breaches by dividing their sample into the finance and retail sector.
While these studies indicate the importance of investigating the financial effects of such
events at the sectoral level, in this paper it is argued that there is a need in the literature for the
investigation of more sectors.

This study contributes to the growing literature on cybersecurity by providing evidence
about the financial impacts of such events on the context of businesses in different sectors. In
this study, a relatively large sample of events (N = 192) is analyzed for the years between
2000 and 2018 by using Event Study Methodology, and statistical evidence is provided to
managers to justify their investments in information systems security and build preventive
measures to security breaches to protect the market value of their businesses.

The remainder of this article’s organization is as follows: Section 2 provides literature for
earlier research on the information security breach events and their financial impacts on the
companies. Section 3 presents the research methodology including the details of the data
collection process and research model. Section 4 provides the results and discussions and
Section 5 offers the managerial implications followed by the conclusions in Section 6.
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2. Literature review

Information systems have a major role in the business world due to their capability of
providing powerful managerial tools for the firms which help to achieve company goals. The
Internet and information technology allows businesses to store, capture, process, share and
manage a high amount of data (Bendovschi, 2015). However, despite the supporting nature of
the information systems, they bring huge security threats to all businesses (D’Arcy et al,
2014; SEC, 2018). Due to the constant development on the technological sides of the
malevolent systems, information security is a continuously evolving research field both in
academia and in the business world (Spanos and Angelis, 2016).

Information systems security is a vital topic that businesses are facing and there are
always risks as accidental or unauthorized access, disclosure, or destruction of the system
and the data. The managers are exposing their businesses to the risks without being aware,
and they often refuse to acknowledge that the management process was poorly equipped
(Loch et al., 1992). The public awareness of the security breaches increased rapidly during the
denial-of-service (DoS) attacks to the big Internet companies in 2000 where software
developers became aware of the necessity of the security products (Markoff, 2002), and the
investors’ concerns are increasing about the publicly traded companies’ exposure to the cyber
risks (Spanos and Angelis, 2016). The rapid speed of the evolving new technologies such as
artificial intelligence, data analytics, cloud systems, blockchain and many more, creates a
more vulnerable environment for businesses (Amankwah-Amoah and Wang, 2019).

There is vast research on the technical and organizational features of the breaches of
information systems; however, there is not enough attention to the economic impacts of the
security breaches (Gordon and Loeb, 2002; Spanos and Angelis, 2016). Several studies
analyzed the security breach announcements and their financial effects on the publicly traded
firms by using Event Study Methodology. The first investigation discovered the relationship
between the information security-related events and the impact on the stock price of the
businesses was in the early 2000s. Despite the consensus about the negative impacts of
information security-related events on the stock prices of publicly traded companies, there
are still some conflicting views and mixed results in the literature (Amir, 2018). The majority
of the studies agreed on the negative and statistically significant impact of the announcement
of security on the stock prices of the company; however, despite the majority, some studies
did not find any statistically significant negative impact on the market value (see Table 1).

Hovav and D’Arcy (2003) found insignificant negative results for all the firms after the
occurrence of the DoS attacks and but significant negative results for the internet firms,
indicating the Brick-and-Mortar businesses are not affected financially after the attacks. The
authors later investigated the impacts with a much broader database; however, their study
only focused on the virus attacks (Hovav and D’Arcy, 2004). The results were insignificant
and mean abnormal returns were positive for the breached businesses. Kannan ef al. (2007)
and McShane and Nguyen (2020) also found insignificant negative overall impacts of security
breaches. Campbell ef al. (2003) pointed out that there is limited evidence of negative stock
market reaction to the information security breach announcements, and further analysis
exposed that the characteristics of the breach affect the result. Kamiya et al (2020)
demonstrated significant negative results for the businesses if only the attack resulted in a
loss of personal financial information. Amir (2018) also found a quite small negative reaction
to most cyberattacks in their sample as Kvochko and Pant (2015). Richardson et al. (2019)
found limited economic consequences for the compromised companies, and the impact
disappears shortly after the breach. They suggest the effect is on the economy-wide level
rather than the individual company level. Also, Jeong et al. (2019) pointed that the security
breach harms the business itself severely but creates a competitive environment for its
competitor firms and results in a positive market return for them. Schuurman (2019) found no



significant impacts on the stock price after the announcement of the security breaches in the
studied period for multiple event windows.

The most likely explanation of the conflicting views in the literature related to the impact
of security-related events is the lack of big sample size (Acquisti et al., 2006; Andoh-Baidoo
and Osei-Bryson, 2007; Campbell ef al, 2003; Bose and Leung, 2013; Hogan, 2020).
Researchers agree that a bigger dataset would yield an increase in the robustness of the
findings, yet data collection about the security breach announcements is not trivial. The
publicly traded firms are usually eager for making announcements about positive
developments as e-commerce implementation initiatives, new mergers, and change in
executive management but they are reluctant to share information when there is a security
breach (Andoh-Baidoo and Osei-Bryson, 2007). Businesses have no incentive to announce to
the public about the information security breaches and finding data is not so easy because not
all the incidents are reported to the media and firms may tend to underreport the cyber-
attacks (Campbell et al.,, 2003; Amir, 2018). The announcement of the security breaches results
mostly, not always, a negative impact on the market returns of the companies (Richardson,
2019; Arcuri, 2017; Spanos and Angelis, 2016).

Previous studies show that businesses in retail and technology sectors and more
competitive sectors are reporting more vulnerable to information security breaches and
reporting more events (Ettredge et al, 2018; Amir et al, 2018; Kamiya et al., 2020) However, to
the best of our knowledge, nearly none of the studies are focusing on the financial effects of
information security breaches on a sectoral base (Acquisti ef al, 2006; Andoh-Baidoo and
Osei-Bryson, 2007; Bolster et al, 2010; Hovav and D’Arcy, 2003). As one of the few examples,
Pirounias ef al (2014) divided their sample into two subsamples for analyzing the security
breach impact as sector-based. Their sample consists of the technology and non-technology
and financial and non-financial firms. However, they suggested that having a larger sample
size and dividing the overall sample into sub-samples would yield more effective results.
Since the majority of the research agrees on the significant negative impact of the information
security breaches on the stock returns of the publicly traded companies, the following
hypothesis is proposed in this study:

HI. Information security breach events create significant negative financial impacts on
every sector.

In conclusion, the literature on the financial impact of security breaches on companies has
increased since the early 2000s. However, it is still challenging for the researchers to agree on
the impact level and achieve generalizable results. One of the missing elements of the
information security breach-related studies is investigating the impact of these unexpected
events on different sectors with relatively big sample size.

Thus, in this study, the financial impact of the security breaches on different sectors in the
sample is analyzed. It is also argued, with this kind of information, the managers will have the
opportunity to plan their security investments more effectively.

3. Methodology

Event Study is a quantitative approach for examining the effects of the company-related
events on the market value of a business (Chaterjee et al,, 2001). The underlying principle of
the methodology is based on the expectation of an unexpected event that will reveal a positive
or negative response in the stock prices of a firm, thus the returns will become abnormal. The
normal return estimation is calculated by the historical stock price returns and by subtracting
the estimated normal return from the actual return, the abnormal return (AR) is obtained. If
the results are positive, it is assumed that the impact of the events on the stock price of the
firm is positive. Similarly, if the results are negative, it is assumed that the impact on the stock
price is negative (MacKinlay, 1997).
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Figure 1.
Methodology of
the study

The event study methodology is founded on the efficient market hypothesis (EMH)
(McWilliams and Siegel, 1997). EMH of Fama (1970) offers a concrete foundation for the event
study methodology by indicating the stock market is “informationally efficient” and the stock
prices mirror the available information of a firm. If there is new information in the market,
such as the new technology used in a firm, stakeholders will reflect their opinions on the firm’s
stock prices and there will be a change in the value of the firm (Fama, 1991). EMH suggests
that the key mechanism behind price changes is the new information flow. If prices are
adapting quickly and without prejudice to new information, the market is called “efficient”.
As aresult, current prices of securities reflect any available information at any point in time.
Based on EMH, it is expected that the publicly announced information security breach-
related events will create a stock market reaction and that reaction would result in negative
abnormal returns (Cardenas et al., 2012). In this paper, the case of the new information arrival
is the announcement of a security breach incident. In Figure 1, step-by-step description of the
methodology is described.

3.1 Data collection

The first part of the methodology is the three-step data collection. In the first step, the security
breach announcements are collected from a variety of resources. The resources for the data
collection were prior studies; major newspapers of the US; magazines; and technology portals;
anumber of I'T security-related blogs, various sources through the search engines Google and
Yahoo! and the website of a nonprofit organization named Privacy Rights Clearinghouse. The

search keywords were: “cyber-attack,” “cybersecurity incidents,” “information security
breach,” “information system incidents,” “information system hack,” “hacked companies,”

i
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“information system attack,” “computer attack” and “computer system security” while
searching the cybersecurity incidents reports. At the end of this step, 337 events between the
years 2000-2018 are collected, all the events and the initial announcement dates are validated
by the news of various major media outlets.

It is not always clear on the media when the initial announcement is made about an
incident. In Step 2, for each event, several outlets are cross-checked for defining the exact
event and the first announcement date. If the exact date of the initial announcement is not
found, that event is discarded from the sample. In some cases, several companies were
exposed to a single major attack. In those cases, each company is treated as a separate event.

For the purpose of the study, it is focused on the security breaches of publicly traded
companies. Therefore, the data of the Government, Military, Academic Organizations and the
data of the private companies that are not publicly listed is eliminated, which is 111 events
between the years 2000 and 2018.

In Step 3, where the stock data of the related companies is collected, the study had the
following limitations:

(1) Some of the companies have been acquired by other companies and the data price of
the original company that faced the event at the event date is not available.

(2) Some of the companies were not publicly traded at the event date.

(3) Some of the companies were publicly traded at the event date, but after a period of
time they are delisted, so the market data has been removed.

(4) The market was closed on the event date.

Due to the unavailable stock data of some companies, the sample size is reduced to 192 events
between the years 2000 and 2018. The majority of incidents happened in 2006 (10.42%) and
2013 (9.38%). Also, there is no incident reported publicly in the sample for 2009. The events in
the sample across the years are presented in Table 2.

The sample of companies is divided into seven groups as Communications, Consumer
Goods, Energy, Financials, Healthcare, Industrials, and Technology sectors. The company

Year Number of incidents % of the sample
2018 6 313
2017 8 417
2016 6 313
2015 2 1.04
2014 9 469
2013 18 9.38
2012 7 3.65
2011 14 7.29
2010 3 1.56
2009 0 0.00
2008 7 3.65
2007 10 521
2006 20 1042
2005 16 8.33
2004 12 6.25
2003 15 7.81
2002 7 365
2001 15 7.81
2000 17 885
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Table 2.
Breakdown of the
events by year




JEIM sector information is gathered from the website of Bloomberg. Table 3 illustrates the privacy-
related incidents by different sectors. The majority of the events occurred in the
Communications (26.56%) and Financials sector (23.96%), followed by Consumer Goods
(20.83%) and Technology (22.67%) sectors. Since the sample size of the “Energy,”
“Healthcare” and “Industrials” sectors were small, they are discarded from the sample.

In the following section, three models for the calculation of the abnormal stock returns and

our analyses are presented.

3.2 Research model

In this study, an event study is conducted to measure the financial impact of information
systems security breaches on the companies operating in 4 different sectors
(Communications, Consumer Goods, Financials, and Technology).

First, the event window is selected, where the impact of the breach is observed. For a
typical timeline for an event study see Figure 2, where:

T0 — T1 interval represents the estimation period,

T1 - T2 interval represents the event window,

0 represents the day of the announcement of the event,

T2 — T3 interval is the post-event window.

The event window is a time interval that includes — 71 days before and +72 days after the
day of the announcement. In this study, the event window is selected as 5 days prior and
10 days after (—5, 10]) the event and to support the results, additional analyses are conducted
for the [-5, 0], [-5, 1] and [—5, 5] windows.

To estimate the financial impact of the events of information security breaches, first, the
firm’s return on the stock is calculated without the impact of the event, which is called the
normal return. The normal return is estimated in a period where the event could not impact
the return (in this paper, from day —250 to —30).

There are 3 different models in literature for calculating the normal return on the stock
(Campbell et al.,, 1997; Hendricks and Singhal, 1996): the market model, the market adjusted
Type of sector Number of events % of sample
Communications 51 26.56
Consumer goods 40 20.83
Energy 1 0.52

Table 3. Financials 46 23.96
Distribution of the Healthcare 5 2.60
number of privacy Industrials 10 521
breaches by the sector Technology 39 22.67
Estimation Event Post-Event
Period Window Window
| | | | I
| | ! | |
TO T1 0 T2 T3

Figure 2.
Timeline for the
event study Announcement

date



model, and the mean adjusted model. The market model is most commonly used for the
estimation of the expected return (MacKinlay, 1997). In this study, it is focused on the Market
Model which assumes a steady linear relation between the market return and returns on the
stock. Besides, the results are strengthened with the support of other models such as the
Market-adjusted and Mean-adjusted models.

3.2.1 The market model. The first step of calculating the impact of the event is estimating
the normal return without the impact of the event. For the estimation, the market model based
on the Capital Asset Pricing Model (CAPM) is used which is a widely accepted method in the
literature to estimate the stock returns (Dos Santos ef al., 1993):

Rit = ai + biRmt + eit @

where

Rit represents the normal return for firm 7 on day ¢

Rmt represents the market return on day £

ai represents the intercept parameter for firm g

bi is used as the slope parameter for firm g

eit is random error term for the firm 7 on day .
Value-weighted index depending on which market the stock of interest is traded is used as the
proxy for the Rmt and the parameters of the market model: az, b and eit is assessed during the
estimation period. The expected return estimation is based on OLS regression, which is used
to estimate the regression parameters o« and f. The shortest estimation period which is
commonly accepted in the literature is 120 days. For a comprehensive analysis, an estimation
period starting 250 days (a full calendar year) before the announcement of the event, and
ending 30 days before the announcement date (day —250 to day —30) is used in this study.
The 30-day gap between the estimation period and the event window is selected to produce
robust parameters as a result of the regression estimation. Following the estimation of the
regression parameters, ARs are calculated for the event window (see Equation 2).

ARy = Ry — x; — ﬂl’Rmt (2)

where

i represents the event,

AR;; represents the abnormal security return of event ¢ in period £,

R;; represents the actual return of event 7 in period ¢,

R;; represents the normal return for event 7 in period ¢,

« and p are the OLS estimates,

m represents the market,

t represents the event day,

R, represents the market return in period £
Following, the ARs for each event window are accumulated to obtain CARs.

3.2.2 The market adjusted model The market-adjusted model uses only the currently
available information in the event period to calculate the abnormal stock returns (Peterson,
1989). Calculation of ARs are as follows:

ARit = Rit — Rmt 8

where
i represents the event,
ARit represents the abnormal stock return of event 7 in period #,
Rit represents the actual return event ¢ in period 7,
Rmt represents the market return in period ¢
Following, the ARs for each event window are accumulated to obtain CARs.

Financial
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3.2.3 The mean adjusted model. In the mean adjusted model, the expected returns equal to
the mean security return over the estimation period (Peterson, 1989). The calculation is as
follows:

ARit =Rit — Ri @

where,

i represents the event,

ARt represents the abnormal return of event ¢ at time £,

Rit represents the actual return,

Ri represents the mean return on the stock during event i.

Following, the ARs for each event window are accumulated to obtain CARs.

3.2.4 Cumulative abnormal returns. There is a possibility that the available information is
not reflected in the markets instantaneously; thus, there is a need for multi-day event window
calculation. The abnormal returns during the event window [—5, 10] for each event window
are accumulated to get CAR. The CAR for firm i for event window that begins at day 771 and
ends at day 72 is:

CAR:[T1, T2 = " ARjt 5)

where:
[T1, T2] = the event window,
and other terms are the same as previously.
The mean CAR is derived by averaging the CARs across all the events:

CAR [T1, T2] = %Zﬁ CARj[T1, T2 ©)

where:

N = the number of events in the sample,

and other terms are the same as previously.
The results according to the three models (the market model, the mean adjusted model, and
the market adjusted model) are presented in the next section.

4. Results and findings

An estimation window from —250 to —30 and the event window from —5 to +10 are used in
the analyses. The results are tested within three models: Market Model, Market-Adjusted
Model, Mean Adjusted Model. The results are presented in Table 4, based on 192 events in the
sample.

Table 4 shows the values for the AR on the announcement day. Following, the
accumulated ARs are calculated from day —5 to day +10 (see Table 5).

Table 5 presents the results of the CARs for the market model, the mean adjusted model,
and the market adjusted model. The results for different sectors in 4 different event windows
are provided to be able to compare the results. According to the results of the Market Model,
the Financials sector has a significant negative impact in all of the event windows considered
(=5, 0], [-5, 1], [=5, 5], [-5, 10]). Following the Financials sector, the Technology sector
experienced the most impactful significant negative impact on stock prices. The results are
significant for the Technology sector, except for the [—5, 5] event window. However, it is safe
to assume that the Technology sector still experiences high negative impacts. For the
Consumer Goods sector, significant negative impacts are observed on the event windows [—5,
5]and [—5, 10]. Even if not in the early post-announcement days, the Consumer Goods sector



Financial

AR on the announcement Market Market adjusted Mean adjusted .
Sectors day model model model lmpaCtS Of‘ IS
. security
Financials Mean abnormal return 0.03% 0.03% —0.42% b h
Median abnormal return 0.08% 0.13% —0.69% reacnes
Percentage below zero 43.75% 43.75% 62.50%
Communications Mean abnormal Return 0.43% 0.39% 0.18%
Median abnormal return 0.50% 0.56% 0.17%
Percentage below zero 37.14% 34.29% 42.86%
Consumer goods Mean abnormal return 1.66% 1.68% 121%
Median abnormal return 0.27% 0.30% 0.07%
Percentage below zero 36.84% 36.84% 47.37%
Technology Mean abnormal return —0.16% —0.19% —0.48% Table 4.
Median abnormal return —0.68% —-0.57% —0.64% AR results for the 4
Percentage below zero 61.54% 61.54% 69.23% different sectors
Market Mean Market Mean
Market adjusted adjusted Market adjusted adjusted
Event model model model model model model
Sector window CAR CAR CAR CARfstat  CAR tstat CAR t-stat
Financials [-50] —296% —2.84% —359% —1.93%* —1.99%%k —1.8%*
[-5,1] —270% —2.34% -3.39% —1.76%* —1.64% —1.7%*
[-5,5] —4.20% —390% —4.64% 273wk D3R D 3Tk
[-5,10] —5.04% —4.70% —6.12% —3.28%wk 3 Qwk 3 @k
Technology [-5,0] —1.05% —1.44% —1.59% —1.62% =212k D 4k
[-51] -1.22% —1.53% —1.48% —1.88** —2.247%%% — 2k
[-5,5] —043% —0.92% -1.10% —0.67 —1.35*% —1.47*
[-5,10] —151% —2.09% —2.04% —2.33HE 7k D 7 ek
Communications  [-5, 0] 0.87% 0.75% 0.59% 1.6* 1.62* 2,07k
[-5,1] 0.48% 0.46% 0.09% 0.88 0.99 0.31
[-5, 5] 0.29% 0.11% -0.33% 0.53 0.25 -1.15
[-5,10] 1.75% 1.34% 0.30% 3.22%%x 2.9k 1.05
Consumer goods  [—5, 0] 0.26% 1.01% 0.43% 0.38 1.6* 0.67
[-51] —020% 0.52% —0.55% —0.29 0.83 —0.85 Table 5
[-55] —1.33% —0.23% —1.65% — 1.96’?* -0.37 —2.56*:‘** Mean CARs and test
[-5,10] —1.86% —0.84% -1.99% =274 _1.32% —3.09%%*  tatistics for the four

Note(s): *, ** and *** denote the significance levels 10%, 5% and 1% respectively

different sectors

is experiencing a significant negative impact in the following days. Counterintuitively, no
significant negative impact is observed in the Communications sector. In fact, a positive
impact is observed for all the event windows. Although the positive impact cannot be
correlated with the information security breach announcements, it is safe to assume that the
Communication sector does not experience any negative impact from the information
security breach announcements. Therefore, H1 is rejected and it is concluded that not all the
sectors are experiencing significant negative financial effects after the information security
breaches.

Figure 3 presents the CARs of the Consumer Goods, Financials, Technology, and
Communications sectors according to the market model, market-adjusted model, and mean
adjusted model.
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Figure 3.
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4.1 Financials sector

The results show that the Financials sector experienced a significant negative impact on
all of the event windows ([—5, 0], [—5, 1],[—5, 5], [=5, 10]) for all of the models, and it is the
most financially impacted sector amongst the others. The findings our consisting with
the existing literature on the financial impacts of information security breaches on the
Financials sector, i.e. the negative impacts on the financial sector are greater than the
impacts on the other sectors (Malhotra and Malhotra, 2011; Morse et al, 2011 Arcuri
et al., 2017).

Interestingly, it is observed that the stock prices started to decrease before 3 days of the
event and continued to decrease after day 1 (see Figure 3). Arcuri ef al. (2017) also found a
great negative financial impact on Financials sector before the cyberattack announcements.
Thus, there is a possibility that the investors received the news of the event before the
announcement day through insider information flow and it resulted in a pre-announcement
stock price decrease.

It is assumed the investors are more prone to reflect on the information security breaches
in the Financials sector because the sector possesses the most critical customer information.
Due to its nature, the Financials services sector would face higher risk exposure and
consequently high probable losses. Financials sector is getting attacked more than any other
sector (World Bank, 2018) and companies in the sector should take necessary preventive
measures against security breaches and related insider information flow, be prepared for any
kind of exposure, and stay vigilant all the time.



4.2 Technology sector

Following the Financials sector, the Technology sector experienced the negative impacts of
information security breach announcements severely. The results are significant for the
Technology sector except for the [—5, 5] event window in the Market Model CAR. If checked
with the Market Adjusted Model and Mean Adjusted model, the results are significant for the
event window [—5, 5] as well. The technology sector started to face a decrease in the stock
prices on day —3, with a decreasing trend until day 3 (see Figure 3). The stock return values
started to fluctuate after day 4. The strong negative impact of the event on the Technology
sector indicates the vitality of the information security-related activities for the Technology
sector. It is assumed one of the reasons for this strong impact is because shareholders’
expectations from the technology firms are higher than non-technology firms. Stakeholders
are expecting high expertise in the technology in this sector and are assuming they should be
capable of preventing any kind of information systems attack. Investors are likely penalizing
the Technology sector more severely than the other sectors.

4.3 Consumer goods sector
The Consumer Goods sector experienced significant negative impacts on the event windows
[—5, 5] and [—5, 10]. Despite the decrease in the stock prices after the announcement day (see
Figure 3) in the Consumer Goods sector, the impact is not significant in the early post-
announcement days. However, the negative impact becomes significant after some time.
The Consumer Goods sector has been affected by cyber breaches less than the Financials
and the Technology sector, thus we assume the stakeholders are not penalizing the Consumer
Goods sector businesses as severely as the technology and financial firms. It is argued that
the Consumer Goods industry does not necessarily have to gain the trust of the stakeholders
as the Financials and Technology sectors, and the expectations of the stakeholders are not
extremely high in the Consumer Goods sector. Although the consumer goods sector was not
impacted by the events as severely as the Financials and the Technology sectors, it still would
benefit to take the related information security measures.

4.4 Communications sector
Counterintuitively, no significant negative impact is observed in the Communications sector.
In fact, there is a positive impact on all the event windows. Due to the counterintuitive results,
the results of the Market Adjusted Model CAR and Mean Adjusted Model CAR are examined
in addition to the Market Model CAR. Still, the results of all of the models are consistent and
none of the models in the Communication sector shows a significant negative impact.
Therefore it is concluded by stating the Communication sector did not experience any
negative impact from the information security breach announcements. We assume there is
already high trust in the communications sector and the sector manages the pre and post-
announcement days of these kinds of events effectively. However, these analyses do not
guarantee the same behavior for future events, so we enforce the recommendations about
systems security for the communication sector as well.

5. Conclusions

Information systems play a major role in today’s world by providing effective managerial
tools for businesses. Information systems bring huge security risks and threats to all
companies along with their supporting nature (D’Arcy ef al, 2014), and investors have
increased concerns about the publicly traded companies’ exposure to the cybersecurity risks
(Spanos and Angelis, 2016). It is expected that companies experience negative financial

Financial
impacts of IS
security
breaches




JEIM

impacts of information security-related events, yet, there are still some conflicting views and
mixed results in the literature (Amir, 2018).

In this paper, it is focused on the financial impact of the security-related risk events on
firms’ market value in 4 different sectors. Information security incidents are collected from
2000 to 2018, 192 information security breach events are analyzed using event study
methodology, and statistical evidence is found about the different impacts of information
systems security breach in 4 sectors, which shows the vitality of subsampling in this kind of
research. The analyses on the overall sample could bring generalizable insights, however,
when the sample is divided into subsamples the results are more insightful and open to
discussion. However, subsampling requires a relatively big sample size and publicly traded
firms are reluctant to reveal the security breach information to the market, so establishing a
large sample size is challenging for this research topic. This paper contributes to the literature
with a relatively large sample and cross-sector comparison between the 4 biggest impacted
sectors in the sample, which are Consumer Goods, Technology, Financials, and
Communications sectors. Evidence is found that the Financials sector faced the most
powerful impact from the cyberthreats followed by the Technology sector. The Consumer
Goods sector did not face any significant negative impact on the early post-announcement
dates, however, results became significant in the later post-announcement dates (—5, 5],[—5,
10])). It is found that the Communications sector does not experience a negative impact from
the attacks. The results of the analyses show different market reactions for different sectors,
the security breach impact is higher in some sectors than the others.

The results of this paper should help businesses to gain insights into the financial impacts
of the information systems security events. Even the sector of the business faced a high
financial impact on the market value in the past or not, investments in information systems
security are vital for organizations to avoid such costs in the future. Taking preventive
measures will build the confidence of the stakeholders, meet their expectations and even
create a positive reputation by showing the business is vigilant all the time.

5.1 Managerial implications

The results of this paper provide evidence to managers to justify their investments in
security, i.e. establishing a new department, hiring a workforce, reaching an agreement with
the security service providers. Although stock prices of publicly traded firms increase or
decrease over time, the event study methodology discovers a specific impact created by the
occurrence of an event. How to handle this effect carefully is vital for the managers of those
firms. To protect the value of a firm, maintain stability and preventing sudden value decrease
in stocks, managers should handle the security risks proactively. The financial impact of
information security breaches is not the same for every sector, however, there are some
common measures that all the businesses could take to increase their security levels. This
study can guide businesses in this effort. According to the results, the strategic insights are as
follows.

All efforts for eliminating the risks should be systematic and should be carried out under
the appropriate corporate governance framework and the top management team should be
responsible for carrying out the cybersecurity activities throughout the company. Security
breach events should be reviewed in the annual meetings along with the other key important
issues. The necessary measures and paths should be decided and updated regularly. These
measures should include both preventive and corrective actions if necessary. The
volvement of the senior management and the proactive security measures are the most
important antecedents for increasing cybersecurity in a company (Kumar ef al, 2020). As a
benefit of a corporate governance framework and standardized security measures, all
employees of the company would apply the same information security practices, and it would



safeguard the information’s integrity and value until it reaches the authorized outside
recipients. This kind of culture preserves and protects the asset of information (Wong
et al,, 2020).

The increased awareness in leadership is vital to provide the companies with a chance to
be ready for the possibility of the occurrence of these risks. Besides, the efforts on the
management side will bring consumer confidence to those firms. Showing commitment to the
digital security of the business systems will lead to an enhancement in the business activities
and stock performances. Today, the awareness of the information systems issues among the
public has increased, and thus they can interpret the endeavors of the organizations more
effectively. Companies can benefit from this situation to create a good public perception,
whether their systems are breached or not. However, adopting new information systems
might create vulnerability to exposers and new types of errors. Thus, a careful new system or
equipment evaluation is vital before integrating them into the operations of a firm. Likewise,
the training of the employees and their supervisors for the new system or equipment will help
them to handle those possible errors by following clear and effective procedures.

The cost of assuring information security creates a challenging situation. In case a
company invests in cyber-security, and yet there are no security breaches over time, the
management could have a perception that the company is investing more than necessary
over the security initiatives. The worth of the information security investment is challenging
to prove while there are no security breach events that a firm encounters, yet the top
management should not forget the unseen benefits of security investments. There is a good
chance of security challenges will continue to threaten the firms. For the prevention of the
negative impacts of the information security risks, firms need to declare an open privacy and
security policy and inform both their employees and shareholders about the rules related to
sensitive security threats. Providing the necessary level of security could be costly; however,
security assurance is important for the market value, thus survival of the firms.

In conclusion, the information systems’ security expenditures are an investment rather
than an expenditure. Firms need to spend on systems security strategically to satisfy the
expectations of their stakeholders. Security breach events may cause financial losses to firms
and decrease their value by the loss of reputation. Firms even may benefit from taking
necessary security-related precautions. Being transparent about the new security strategies
of the firm, shareholders’ trust in the firm will increase which will create a positive reputation.

5.2 Theoretical implications

There is a need in the literature to examine the financial impacts of information security
breaches in different sectors (Smith et al, 2019; Tweneboah-Kodua et al.,, 2018). The existing
studies focusing on the sectoral impacts of the information security breaches are limited and
they are mostly focused on the financial sector (Malhotra and Malhotra, 2011; Lagazio ef al,
2014; Arcuri et al., 2017). The main contribution of this paper is that it provides evidence
about the financial impacts of the information systems breaches on more sectors such as the
Consumer Goods, Technology, Financials and Communications sectors separately.

Second, it highlights the financial reactions from different sectors are different and
therefore suggests that different safety measures would be appropriate for different sectors.
Statistical evidence is provided to managers to justify their investments in information
security for these sectors and provides recommendations on how to build preventive
measures to secure the market value of their firms.

5.3 Limitations of the study recommendations for the future research
The research for the economic aspects of information security breaches has similar
limitations in terms of the lack of big sample size (Acquisti et al, 2006; Andoh-Baidoo and
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Osei-Bryson, 2007; Bose and Leung, 2013). The main reason that the researchers struggle to
find a big dataset is that public firms are usually not eager for making announcements about
events like security breaches. Finding the data for such negative events is not trivial if they
are not reported publicly by the company. These relatively small samples also prevent the
researchers from investigating the topic in more detail, e.g. dividing their data into
subsections. Similarly, in this research, the “Energy,” “Healthcare” and “Industrials” sectors
are discarded due to their small sample size. For future research, more expanded datasets will
lead to increased robustness of the findings and the research and the effects of information
security breaches could be analyzed for more sectors.

Similarly, Hovav and D’ Arcy (2004) stated that their sample was limited to only one type of
defect, which is the effect of viruses, and they examined the effect on only one category of
products, which are produced by mass production technology. There is a lack of evidence if the
results are valid for the other types of defects and other types of products. Therefore, future
research could focus on the announcement of various types of information security breaches,
and which type of breach creates the highest negative financial impact for the businesses.
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