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ABSTRACT
MOBILE BASED ELECTRONIC VOTING SYSTEM

Murat Odemis
MSc in Computer Engineering
Supervisor: Ahmet Koltuksuz, Ph. D.

January 2016, 104 pages

The main objective of this thesis is to develop a secure online mobile voting
system. This voting system is intended not only to be used for governmental elections
but also for public and private institutions and also in the meetings that need an
instantaneous, reliable and authorization-based mobile voting.

The application was made for the 10S platform, it is also compatible with other
mobile systems. The mobile application was coded using CORDOVA, and server-
side were coded by .NET MVC5. Also, PHP is used for certification processes.
MSSQL is used to authorize the database. The data is encrypted and decrypted via
AES-256 to ensure its security. To complete a symmetric encryption, a common
session key is used by the client and the server, and it was computed by an Elliptic
Curve Diffie-Hellman schema, called Curve25519 (Bernstein, 2006). In addition to
this, the integrity of the data is checked by HMAC. Biometric fingerprint-scanning
technology is used in collaboration with an Apple Touch ID. One of the most
important features of the system is that, when under pressure, the user can enter the
system with a fake password and cast their vote. After user enters to the system with
his institutive credential, the user sets a character-based password, a fake password, a
geometric pattern password and a fake geometric pattern password in activation
period. Before the election page is displayed, they can enter with either fake
password, but their votes won't be valid. The application consists of a login,
certification, activation, listing election, and a voting screen. The network is protected
with SSL. During the final stage, a one-time password is sent to the users via SMS,
then, the vote will be casted to the server.

Keywords: Mobile Voting, Electronic Voting, Curve25519, Key Exchange,
Cordova, Mobile Application, i0OS



OZET
MOBIL BAZLI ELEKTRONIK OYLAMA SIiSTEMIi

Murat Odemis
Yiiksek Lisans Tezi, Bilgisayar Miihendisligi Bolimii
Tez Damismani: Dog. Dr. Ahmet Koltuksuz

Ocak 2016, 104 sayfa

Bu tezin temel amaci, devletin yaptig1 secimlerde, kamu kurumlarinin ve 6zel
kurumlarin kullanabilecegi, toplantilar esnasinda da anlik olarak kullanilabilecek

giivenli ve yetkilendirme sistemi igeren bir se¢im sistemi olusturmaktir.

Uygulamanin yazilimi i¢in Apple 10S platformu baz alinmistir. Bunun yaninda
da Android ve mobil tarayicilarla da yiliksek 6l¢iide uyumludur. Mobil uygulama
tarafinda CORDOVA platformu, sunucu tarafindaki yonetim sistemi ve web servisler
ASP.NET MVCS, sertifikasyon siirecinde de bunlara ek olarak PHP kullanilmugtir.
Veri tabani ve sertifika otoritesi i¢in ise MSSQL kurulmustur. Uygulama giivenligi
icin veriler AES-256 ile sifrelenip, ¢oziilmektedir. Bu simetrik sifreleme icin
Kullanict ve sunucu tarafinda kullanilacak ortak anahtar, Curve25519 isimli Eliptik
Egri Diffie-Hellman semasiyla belirlenmektedir. Bunun yaninda HMAC ile veri
biitiinliigli kontrol edilmektedir. Apple Touch ID yardimiyla parmak izi teknolojisi
kullanilmistir. Sistemin 6nemli 6zelliklerinden biri de baski altindayken aldatici sifre
ile giris yapip oy verebilmektir. Kullanici kurumunun bilgileriyle giris yaptiktan
sonra, aktivasyon agamasinda bir sifre ve aldatici sifre, bir ¢izim sifresi ve aldatici
cizim sifresi belirler. Se¢im ekranini gérmeden Once, bu aldatici sifrelerden birini

girerek oy verebilir fakat oyu sayilmayacaktir.

Uygulama; giris, sertifikasyon, aktivasyon, se¢im listeleme, se¢im goriintiileme,
oy verme ekranlarindan olugmaktadir. Tiim veriler sifreli gelip gider ve ag SSL ile
korunur. Oy gonderim asamasinda kullanict dogrulamasini seviyesini arttirmak igin

SMS ile Tek Kullanimlik Sifre girisi yapilmasi istenir ve oy sunucuya iletilmis olur.

Anahtar sozciikler: Mobil Oylama, Elektronik Oylama, Curve25519, Anahtar
Degisimi, Cordova, Mobil Uygulama, i10S
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1 INTRODUCTION

Recently, with technological improvements, printed material has shifted to exist
on computers instead, and nowadays, computers are being replaced by mobile
devices. The main objectives of this thesis are to develop a reliable and rapid mobile
voting system that depends on the most recent technologies and to design applicable
security protocol for the mobile application. This thesis strives to be of use not only
in government elections, but also for firms and other institutions such as universities,
factories etc. The system's goals are to generate a quick solution for decisions and to
collect the opinions of employees or citizens in the case of an election.

Consumers have grown to depend on mobility as a primary deciding feature in
all of their chosen technologies. The general expectations for mobility rises daily, as
most consumers now require at least one small, portable device to satisfy all of their
needs. It is predicted that the number of mobile devices in use, including both phones
and tablets, will grow from over 7.7 billion in 2014 to over 12.1 billion by 2018
(Radicati, 2014).

To use phones outside of the home, car phones started to be produced in the
early 80s, but they were not enough for their users. A couple of decade’s thereafter
mobile phones became popular to serve the same purpose. Moreover, there are
several examples in everyday life that explain the needs of mobility. In order to
satisfy the craving for music, Walkman appeared. In another representation, desktop
computers were replaced by laptops, then laptops were switched to tablets. The
number of active cell phones reached 7.3 billion in 2014, and the cell phones
outnumbered the global population that year. At the end of 2013, the global mobile
data traffic was at a 1.5 Exabyte per month, then it increased by 69 percent in 2014 to
reach a rate of 2.5 Exabyte per month by the end of the year (Cisco, 2014).

At the end of the 2014, it was recorded that the number of individual mobile
users reached 3.6 billion, which meant that the mobile industry constantly expanded.
About ten years ago, the total number of mobile users was one-fifth of the world’s
population. Now, however, half of the population is composed of this group. Also, it
is estimated that one billion more users will filter in by 2020, considering that the
population growth rate is currently at 60%. According to the GSMA (2015) the total



number of global SIM connections was 7.1 billion, while the number of machine-to-
machine (M2M) connections was 243 million at the end of 2014.

Smart phones are capable of managing multiple processes, such as banking,
playing games, listening to music, reading, writing and more, all in a single device,
and they have become extremely popular because of those features. Banks keep up
with mobility by making many operations executable by mobile phones, such as
remittance. Similarly, governments are trying to match the speed of technological
advancement. Payment operations, information updates and other services can be
performed in electronic applications. Most countries have developed e-Government
portals for their citizens, and these portals also have mobile applications. Through
their information technologies, they aim to provide public services to citizens,
businesses, and government agencies in efficient and effective manners.

Governments try to keep pace with the constant innovations, like smart phones.
Their electronic applications offer access to all kinds of public services. E-
government solutions are continuously being improved as necessary, and they are
highly adaptable. When we prefer a mentioned governmental system or common
authority, we think about voting. While the governments are administering their
existing duties through an electronic platform, they will also transform the standard
paper-based voting system into an electronic method.

In most countries nowadays, manipulated, stolen, and forced (etc.) votes are
reported to exist. It is necessary that the information technologies also help to manage
these kinds of problems with their generated solutions. Properly introducing such
technology would provide the highest understanding of the freedom and mobility that
it can offer. In order to solve the problems in the paper-ballot voting system, studies
of mobile voting have started in parallel with the e-voting researches.

In any democratic society, all of its members are supposed to have equal suffrage
without any differentiation because of their education or income levels. The objective
of democracy was initially written to be a permittance of unrestricted public voting so
anyone could simply cast votes according to their wishes.

To establish a coalition between technology and ballots, e-voting applications
started to be implemented in the '90s in various countries, such as the United

2



Kingdom, Estonia, Switzerland, Canada, the United States and France. In the 2000s,
nearly 40 countries tried electronic voting systems.

In Estonia, e-voting was started in 2005, and nearly a quarter of its votes were
cast online in 2009. It was a real success for a country to use an e-voting method that
much. Now, voters in that location use a card or a mobile phone ID in order to cast
their votes within a predetermined time period (Scammell, 2013). Analyses found
that 175,000 Estonians voted online in the 2015 elections, which set the latest record.
This statistic indicated that there has been a 25% increase in online voting there since
the previous elections in 2011. It seems that in Estonia, e-voting became the ordinary
way of voting. The main objective behind the newer method is to increase people's
ease of accessing a ballot system, not to totally eliminate the paper-based one.
According to Estonian records, e-voting became successful in pursuit of this same
purpose. The number of its participants has increased from 61.9% in 2007 to 64.2%
in 2015. (Roonemaa and Ldugas, 2015). In Table 1.1 it can be seen the statics about
electronic voting in Estonia. As seen on table voting with mobile id started in 2011.

Table 1.1 General statics of Electronic Voting in Estonia (Vabariigi Valimiskomisjon, 2015)

Europea . Europe
. Parlia- .
Parlia- n an Parlia-
Local . Local mentar Local .
. mentary Parliame . . Parlia mentary
Elections . Elections y Elections .
Elections nt . ment  Election
2005 . 2009 Electio 2013 .
2007 Elections Electio 52015
ns 2011
2009 ns 2014
Eligible
oters 1059292 897243 909628 1094317 913 346 1086935 902873 899 793
Vi
Participatin
502504 555463 399181 662 813 580 264 630050 329766 577910
g voters
Voter
47,4% 61,9% 43,9% 60,6%  63,5% 58,0% 36,5% 64,2%
turnout
voters 9317 30275 58 669 104 413 140 846 133808 103151 176491
I-votes
9 287 30243 58 614 104 313 140764 133662 103105 176329
counted
votes
30 32 55 100 82 146 46 162
cancelled
voters usin
g n.a. n.a. n.a. n.a. 2 690 11753 11 609 22 084

mobile-1D



In the last general elections of Turkey, 2015, while the number of local
registered voters was 56.949.009 the number of votes was 48.537.695 According to
the data from Supreme Electoral Council of Turkey the number of invalid votes was
697.464 so the valid ones were 47.840.231. (Supreme Electoral Council of Turkey,
2015) Thus %1.43 of the votes were invalid. When this number is compared to the
last elections in Estonia, 2015, although in Estonia e-voting system was performed,
for a total of 176,329 wvotes, just 162 of them were invalid.(Vabariigi
Valimiskomisjon, 2015) The detailed numbers are shown in the Table 1.1. These
numbers correspond to 0.09% of the votes were invalid. With respect to this
information, in Turkey the percentage of invalid votes are nearly 15 times higher than
Estonia. It shows the power of electronic voting.

Electronic voting could speed up the process of counting votes, offer
accessibility for disabled voters and voters in remote locations, and it could increase
the security and reliability of elections.

Fully manual, paper-based voting processes can be overwhelming, time-
consuming and prone to security breaches, as well as fraud. Also, they also are prone
to having more issues, such as lost, stolen, or miscounted ballots. Furthermore, some
votes could be lost because they are marked unclearly or invalidly. For disabled
people, it is hard to vote in limited accommodations. There are plenty of other
problems with the paper method — they can be inconvenient and unfair, and they can
lack mobility with anonymity. To solve these issues, the concept of electronic voting
was introduced.

Recent advancements in mobile-based communication networks and
cryptographic techniques have made it possible to consider mobile voting as a
feasible alternative for conventional elections. Mobile voting has the flexibility of
allowing citizens to participate in an election no matter where they physically are
during the voting process.

Benefits of this alternative may include a reduced cost and increased
participation, speed, flexibility and accuracy, as well as improved accessibility for
disabled people. According to Chung and Wu (2012), mobile voting schemes should
all have anonymity, eligibility, fairness, mobility, uniqueness, verifiability,
uncoercibility, limited transparency and appropriate location freedom.

4



Some standards have been published by official institutions regarding electronic
systems. Such as The Council of Europe’s Standards (2004), NIST Standards (2009)
etc. Although, there are none about mobile voting, the standards for e-voting are
applied and discussed for mobile voting literature, too. These rules include:

Democracy - The system enables the voting procedure to be executed in a democratic
way by providing equity among the voters. To follow this requirement, only
registered and authenticated voters can vote through the system. Suitable conditions
should be provided for voters to cast their votes, such as different language choices
for foreigners and special aid for disabled folk. Also, there should be a convenient
way of assessing missing and early votes. All voters are required to submit their
ballot once, and if someone does not want to vote, it should be their choice. Thus,
they should be free to choose to vote, or not.

Privacy — One of the most important aspects is the privacy of the votes. During the
voting process, all polls should remain secret. Neither the votes nor the voters should
need to reveal the other, and each individual's submission should never be disclosed.

Accuracy — The ballots should be detected accurately to reflect the choices of the
voters objectively. Votes should be recorded by the election commission server
without being eliminated, duplicated or altered.

Fairness — Neither the number of votes for each candidate nor the partial tally results
should be announced or accessible from anywhere, unless the predetermined official
voting time has expired.

Security - Complex mechanisms must be devised to prevent man-in-the-middle
attacks, and they should also provide security to the server, as well as security
between the client and the server. Furthermore, the mechanisms should make data
transactions secure by encrypting them without altering the data.

Integrity - Data corruption should be avoided in order to protect valid votes that are
not modified, replaced or deleted.

Consistency - Every component should be consistent with each other. In other words,
components should all be reliable within certain parameters.
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Authenticity - Each user should be able to verify the system to ensure its reliability.
On the other hand, the system should also verify the identity of every user before
collecting their votes.

Eligibility - Only the authorized voters are allowed to cast their votes.

Mobility — Any vote can be cast from anywhere. Voters should not be restricted by
requirements involving their location.

Uniqueness - Each voter should only be able to cast only one vote in each election.

Verifiability - There should be a convenient way for voters to verify that their votes
are collected for the final election result.

Uncoercibility - The voting process should not be done under any pressure implied
by another individual or mechanism. Any incident of bribery should be handled so
that only legitimate votes are collected.

Cost-effectiveness - In order to collect the votes from every single user, the election
system should be carried out in an efficient way, and it should be affordable for each
user. Cost effectiveness is a very important issue because there are fewer
requirements for mobile devices than immobile devices.

With the help of the study behind this thesis the goal of turning the
aforementioned system into a product could be achieved. The long-term objective is
to design a system that will be used by the government. This thesis also has been
designed to be reliable and efficient enough to be used by the government. Another
crucial motive of this thesis is becoming applicable for the elections of other
institutes and universities besides the government. Its design, speed and flexibility
support its capacity to be used by other institutes. For instance, a company can
constitute its own voting system through an application so the company's annual
growth rate can be submitted by its employees. Also, while selecting a suitable
manager for any department, the company can again use this system. The application
can be used by the students in the universities while selecting the students’ president
in a secure way. Behind the system that is constructed within this thesis, a separate
plan was developed for an institution, department, and a group. To gain a

6



membership in any of these parts, an authorization system was constituted. To avoid
wasting long hours in a large-scale voting setup, quick and real time voting can be
integrated in ways such as making decisions during the meeting or asking multiple
questions in one survey. In the latter situation, only one electing process would be
needed, so, overall, less time and effort would be consumed.

With the developed systems in this thesis, the following electoral examples can
be implemented:

a)  Parliamentary election in the Republic of Turkey

Authorized users: the citizens of the Republic of Turkey

b)  Selecting the rector in “X University”

Authorized users: All of its faculty members, except the research and teaching

assistants in “X University”

c)  Selecting a job security representative in “X University”

Authorized users: All of the faculty members, all personnel from its general secretary
except for one person, and one person from the student affairs department.

d)  Selecting a representative for the research assistant of the computer engineering

department from “X University's” engineering faculty

Authorized users: Only the research assistant of “X University's” computer
engineering department

e)  Voting for workers' annual rate of salary in “Business Y”

Authorized users: The board of directors in “Business Y,” its human resources and
financial affairs departments’ one person from its technical staff.

f)  Voting via answering yes/no questions and other multiple choice questions



The moderator of the meeting would start a ballot instantaneously and authorize
the participants. After all of the participants have cast their votes through the
application, the results would be displayed.

The system's background and its management panel were created in the .NET
MVC5 framework. In Appendix B it can be seen the entity relationship database
diagram. The software was developed for users (client-side), using the Apple i0OS
platform. The application is named as “M-VOTR?”. The interaction between the client
and server sides was provided by the output of the .NET web services, AJAX and
JSON. In the certification phase, the OpenSSL PHP functions are utilized. On the
client side, the hybrid technique for mobile applications was used with the JavaScript
JQuery HTMLJ5 coding language in the Cordava platform.

The network security between the client and server was administered through
the integration of SSL to the network. The SSL service RapidSSL is included the
whole system and all data transmits over https:// link. The network then started
recognizing its users through certificate authorization, and in this step, OpenSSL
functions were used. The Elliptic Curve Curve25519 key exchange mechanism was
used to share the key that enabled the security of the transmitted data in questions and
answers. The data were first encrypted by AES with using 256 bit session key which
is derived from Curve25519, then data started to be transferred, and was compared to
that of HMAC. In order have biometric authorization, fingerprints were used. For this
type of authentication, the iOS Touch ID feature was used. In it, a unique device ID
was activated in multiple encrypting steps, and all iOS devices had this feature.
Similarly, a fake password (trapdoor) system was developed to extract votes which
are given under pressure. Users predefined legitimate and fake character passwords,
and genuine and fake geometric pattern passwords, in that system. If it the user felt
pressured into submitting an alternative opinion, then they would enter their fake
identification information. The system would not warn the user that they have entered
a fake password, but their vote would be invalidated. The system's structure will be
explained in detail in the upcoming chapters.

In this work system sequence diagrams drawn with Visual Paradigm Tool to illustrate
client-server interactions; self-returning arcs indicates that the process is implemented
at the returned side, arcs which goes to the opposite side shows that data is transferred



to the directed side, dotted self-returning arcs indicates that data returns after their
process is finished on the opposite side.

The rest of the thesis is organized as follows: Previous studies about the mobile
voting application is explained in section 2. General information and background of
the materials and algorithms that are used in this thesis are given in section 3. In
section 4, system architecture of the algorithms which are developed for the thesis is
explained. The specifications of the methods and the algorithms that are used in the
thesis are clarified in section 5. Section 5 Computational results are illustrated. In the
last section, general evaluation of the system and future works are summarized.



2 LITERATURE REVIEW

The initial concept of an electronic election scheme, and a real one, were
suggested for the first time by Chaum in 1981. Even though the first actual studies of
electronic voting started in the 1990s and didn't become popular until the 2000s,
Chaum was the leader who discovered the first steps of creating an electronic voting
system back in 1981. The general purpose behind his idea was to solve the problems
in traffic analysis using a public key infrastructure. With that intention, the author
proposed that each participant should trust a common authority and that each
participant should be an authority. During that study, the concepts of electronic
voting and the privacy of votes have become significant. The author also proposed
that anonymously mailed ballots should be signed from a roster of registered votes.

2.1 Researches based on Cryptosystems

(Xun et al., 2006) studied a method that used a modular square root and blind
signature schema for obtaining the administrator's signature on its users’ votes. The
administrator could not see any details of the ballot they were signing. Their plan
needed low computation complexity in mobile devices. It is assumed that the
administrator and counters never would collude with the base station when using that
strategy, although, messages can be altered or halted. The electronic voting tactic in
that paper was composed of six phases, which were setup, registration, ballot
application, ballot casting, tallying, and confirmation.

In 2013, (Ullah et al) used a hybrid cryptosystem to combine the benefits and
dynamics of symmetric and asymmetric encryption. Their work, which was based on
the phases of online registration, vote casting, vote collecting and result evaluating,
was also designed to work together with a paper ballot voting system. One of the
critical points made in that paper was that it may be necessary to vote offline in an
electronic setup instead of using the traditional online voting method, when the latter
fails. In such a scenario, one could vote offline via an SMS (Short Message Service),
which is a well-known and very common technology. That paper proposed to design
a mobile phone for voting. Such a phone would use SIM and GSM, which would be
secure and globally used, and it would ensure that the voters' identities remain
private. Users would register with their NIC and SIM Card, which would be verified
from a mobile phone operator. Their information would be stored in two updated
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databases of the election commission server; the first database would keep NIC
information, and the second one would keep SIM data.

According to (Khelifi et al., 2013), users’ mobile phones and the internet
together are enough to study what makes a suitable application. All of the
application's requirements were defined through a survey given to people who
participate or have participated in elections, and to the election officials. The election
officers, who manage the voting process, were thought to be qualified enough to elicit
adept requirements for the system. The server side connected to the government's
identity authorization server, which checks the voters’ identity. In the study, a
modified AES algorithm was suggested for a security mechanism. The algorithm's
substitute byte and shift row would remain as they were in the original AEX, and the
mix column would be changed with a 128 permutation operation, then an “add round
key” operation would be implemented. The 128-bit AES would be used by both the
client and the server. In the algorithm, sets of voting periods exist, and voting would
have to be done in those sets only. The voters suggested that fingerprints be used to
enter the voting control panel. The system would then just accept one vote per
individual, and it would not allow a re-vote. The publication mentioned a plethora of
cryptosystems which were tested in its encompassed studies, and Pailler’s
Encryptions (Paillier, 1999) was one of them.

(Ying and Zhu, 2009) created a system which used Pailler’s encryptions and the
standard cut-and-choose technique was applied to eliminate the computational zero-
knowledge proofs. The authors searched the previous electronic voting systems, like
the blind signature one, and encountered the Paillier’s cryptosystem and zero-
knowledge proof techniques, which were proposed by Baudron et al. in 2001.
However, they found that zero-knowledge proof techniques were not very efficient.
Thus, they searched for a way to dually ensure efficiency and security in a system.
Their study considered the sufficiency of mobile devices with e-voting systems,
which were explicitly executed by the larger-scale CalTech/MIT voting system. Their
design criteria tried to minimize the cost of otherwise expensive computations as
much as possible, so, in order to do so, they utilized cut-and-choose techniques.

Most people do not want to vote when they are on a holiday or a trip. So,
(Biswas and Sujit, 2015) sought to create a mobile voting system which would allow

users to vote independent of their location. GSM was used to access the user’s
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location. For security concerns, they suggest a two-step security protocol. They used
the blind signature method in message transmission and assumed that SMS security
would be ensured by the GSM operator. SIM cards and national identity cards were
encrypted through a symmetric key cryptosystem, and their data was sent to the
server. After the server received it, the user got a pin code. On the voting date, the
user would decrypt the pin code and give their vote. Pailler also proposed for his
encryption technique to be used in all of the encryptions in the given protocol.

(Chang and Lee, 2006) presented a voting mechanism that used a blind
signature scheme and the Diffie-Hellman key exchange protocol with a public proxy
server. The mechanism ensured that the public proxy server could replace the
network address of any ballot with another address.

(Li and Hwang, 2014) decided to use the Diffie-Hellman key exchange method
to ensure voter anonymity and performance efficiency. They examined Chang-Lee’s
e-voting scheme, then they presended that Lee’s scheme opened or hacked the votes,
so they created an e-voting scheme by improving that system.

(Ahmad et al., 2009) stated that instead of using hybrid symmetric methods or
RSA, an elliptic curve cryptography algorithm could be used to secure votes. They
said “The primary advantage that elliptic curve systems have over systems based on
the multiplicative group of a finite field (and also over systems based on the
intractability of integer factorization) is the absence of a sub exponential-time
algorithm (such as those of “index-calculus” type) that could find discrete logs in
these groups. Consequently, one can use an elliptic curve group that is smaller in size
while maintaining the same level of security. The result is smaller key sizes,
bandwidth savings, and faster implementations, features which are especially
attractive for security applications where computational power and integrated circuit
space is limited, such as smart cards, PC (personal computer) cards, and wireless
devices (Koblitz, 2000).” The most important reason to choose the elliptic curve
cryptography for this research is in having smaller keys than in public key
cryptography. With respect to their studies, the authors tried to prove that the ECC-
based scheme performed better than traditional hybrid schemes of symmetrical and
asymmetrical cryptography. Elliptic curve cryptographs, with their smaller key size,
may have enough to provide ecc256 medium-term security. This study differs from
the others by using two counters to strengthen the data security. Each counter has
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different key pairs which are used to encrypt/decrypt users’ messages later. These
counters work on the votes without looking at their submitters' identity. Furthermore,
the counters do not keep the users’ identity data, because it is only accessible to the
administrator. As a result, this paper states that having 15-second encryptions for
ECDH-256 and AES-128 is not acceptable, but having a 3-second encryption for ecc-
256, which is also mentioned in this paper, is acceptable and improvable. (Monaly
Shetty et al., 2015) released a written piece which was similar to this one, and it had
the same name. It represented one of the mobile voting schemes that used elliptic
curve cryptography, and it compared the RSA vs ECC voting schemes.

2.2 Researches of Biometric Methods on Mobile Voting

Biometric methods in voting systems became popular as biometric technologies, such
as fingerprint analysis, have started to be used in mobile phones. In one of these
studies (Donovan and Suresh, 2011) suggested using finger prints, and they are also
mainly used in health and government sectors, as well as many others. The security
part of the system covered public key encryption by using finger prints in place of
signatures and passwords for identifying unique user information. Similar work to
theirs was done in 2014, which especially concentrated on preventing bribery and
coercion by using trapdoor authentication and virtual receipts. (Alrodhan et al., 2014)
Trapdoor authentication gives a password or key of two types; one was the real
password and the other was the fake password. Therefore, if any individual would be
forced to vote by someone else or would have to vote under someone else's influence,
they can use the (pre-declared) fake password or key so their vote would be nullified.
In their method, the RSA blind signature and GPS methods secured the signatures.
The layout of all voting systems includes an authentication center and a ballot center.
Authentication centers register the users in the system and provide the first physical
control. Ballot centers collect the votes of legitimate voters after they are
authenticated. With the aforementioned authors' recommendations, VeriFinger
Embedded SDK would be used to scan finger prints, and an android platform would
be used to implement them. Fingerprint verification is not the only biometric method
that is used; there are many different ones that exist.

(Kao et al., 2011) designed a voting scheme based on a simple eye gaze
calibration procedure, which reduced computational complexity. The proposed
method doesn’t need multiple spatial coordinates to estimate the parameters of the
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camera. The authors stated that an iris's location can be determined easily by using
the voting weight. The proposed method didn’t use facial recognition techniques;
instead users can choose verification options with eye tracking. The proposed method
can be useful for disabled people who cannot use their hands.

Ready-to-work systems and common and large packet systems can be defined
as common off-the-shelf (COTS) systems. (Thakur et al., 2014) proposed a mobile
voting model which used a COTS system with Near Field Communication (NFC) and
pragmatic biometric verification schemes. NFC schemes enable devices to
communication with each other without physical contact. This technology is used by
smartphones and tablets (etc.). Contactless communication sends information via
waves between compatible devices, and it does not require the devices to touch, or
multiple steps to connect. NFC programs use radio-frequency identification (RFID)
technology so that devices can be held a short distance (a few centimeters) away from
each other and small amounts of data can be transferred wirelessly with just a little
power. The novelty of the research findings was in how the unique storage capability
and auto-coupling NFC features can be exploited. Auto-coupling is an original
feature of NFC that removes all navigation links. In order to start a voting
application, the NFC device tags onto document. To vote within a country's borders,
GPS is used in their proposed system. In their system, voters also enrolled by
capturing their biometric data onto an NFC tag for baseline verification, like in the
previously discussed methods, which included voice, fingerprint, and facial
recognition. (Ok et al., 2010) also used NFC for a mobile voting scheme, and they
developed a remote-style, electronic mobile voting system named NFC Voting. In
their system, a voter touched his/her NFC-enabled device to a NFC tag, and the
information in the tag was transferred to their mobile device. Then, the user entered
their unique key (an access code), and the vote was transferred to a validating server
in the internet where it was counted. In their scheme, a NFC tag could be in a voting
room or on a poster and pictures. NFC technology can be used efficiently up to a
distance of 4 centimeters, though the creators of that system thought that mobile
devices should be brought closer to the tags. At the end of the recollection, the
experimental survey results were presented. The aim of the study was to vote by
approaching a NFC tag.

(Mohit et al., 2014) conducted a similar study that used a QR code instead of
the NFC tags. Again, the voting process was done by approaching a pre-determined
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area or location, but this time with more simple technology. The QR codes are a
common technology used for many things. They are matrix barcodes, and they can be
decoded easily. Toyota developed QR codes in Japan in 1994. In that study of QR
codes in the voting system, the codes matched the users and the voting server, and
they encoded the voters' information. QR codes captured the verified information,
decoded it, and sent it to the server for authentication.

Sivagami (2011) focused on the performance of the system. In Sivigami’s
paper, the authors expressed their goals to advance the performance of all voting
systems and to develop a system based on grid management, which they named Vote
Grid. The proposed system could work with mobiles, table PDAs and laptops. The
term “mobiles” did not solely apply to mobile phones; laptops were also covered in
mobility. It was stated that this system was not only for government polling, but it
also was intended for any other multi-discipline polling. The paper proposed that in
generating a widely-distributed voting application that allows users to vote through a
mobile network, the application could be used to study issues in human judgment and
decision-making within varying decision contexts. The Vote Grid structure included
servers to submit ballots and authenticate, as well as having voting booths and grid
sites, which were defined as the hearth of the Vote Grid system. All of the filled out
ballots were kept in a grid management server, and the results were tallied. The
information would then go to another suitable program in case the node/resource task
failed, therefore, it had a degree of fault tolerance. According to the authors, the
proposed mobile voting mechanism fulfilled all essential requirements, including
guaranteed eligibility, unique authentication, privacy, accuracy, availability and
verifiability, and it also has better performance than other related networks. As a
result, they believed that the proposed voting mechanism could be practically applied
over the internet.

(Kumar et al., 2011) created a GSM based structure which was used to connect
mobile devices and the GSM network. Also, a subscriber identity authentication
feature was provided by standard protocol. The generated keys, which provided
security between the server and the voter, were stored in SIM cards by using the
(HLR) Home Location Register method. The HLR was the main database of
consistent subscriber information for a mobile network. A digital signature, blind
signature and bit-commitment mechanisms were among the used schemes. There are
some assumptions about their plan, such as that voters would have been capable of
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using different methods while they are voting, and that the mobile operator was
trusted to authenticate for the mobile users, in the purpose of voting and sending the
correct information to Voting Server and Counting Server. Only authorized voters
can submit their opinion, and all of the ballots remain secret during their submission,
while each individual’s vote cannot be linked back to who cast it. The plan enhanced
security and was more mobile and convenient for voters, and the voters’ privacy was
protected through a blind signature scheme.

(Campanelli et al, 2008) created their own mobile voting protocol, named M-
Seas, which was based on Sensus protocol (Cranor and Cytron., 1997). The protocol
was indicated to be a series of complex systems, and by using M-seas, the authors
tried to avoid Sensus's vulnerability — administrators of the electoral process could
cast votes as the eligible citizens who have before claimed that they would abstain
from voting. The authors also overcame another one of its vulnerabilities in which the
validator could do the same thing by using M-seas. After their modification, ballots
were to be signed with private keys. In order to have an accepted vote, the only
required procedure was to be a registered user, and the user could not vote twice. In
that proposal, Java was used for the application, and Signet Mobile was used for its
cryptologic operations. A library of cryptography was developed to use some
advanced mechanisms, such as the blind signatures. Also, they proposed a user
interface which included the XML parser.

In this thesis' study, the client's application could have been made for the 10S
operating system, and the Android platform was also a possibility. In order to get full
performance from the application, the 10S operating system was chosen. The
application will be tested on iPhone devices especially iPhone 6. Also, in different
studies, iPhone applications have been developed. For an example, (Campbell et al.,
2011) developed an iPhone application for mobile voting and compared its usability
with traditional voting platforms. Then they tried to assess the usability of a voting
system. The results of the paper indicated that the proposed system was not as
efficient as other voting methods - the authors measured the total interaction time
using mathematical equations, and the mobile voting system was 90 seconds slower
than non-mobile voting systems. However, the Smartphone owners committed fewer
errors on this system than on the traditional voting systems.
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There are too many mobile voting applications which don't succeed in securing
mobile voting processes. Most of these applications use wireless networks to obtain
mobility. WPKI security and the potential complications of mobile voting were
analyzed report written by Jaak (2010.). The researchers mentioned problems which
can occur, such as man-in-the-middle attacks and those in having a one-time
password. After analyzing these problems, they set requirements and gave
recommendations to take care of these issues.

(Velapure et al., 2015) published their plans for a mobile application that used
an Android operating system. This study left a lot of uncertainty in minds about the
security of its proposed Message Digest 5 algorithm. In the system, the voter could
vote from any location, but security algorithms were used as external attacks on the
system. More specifically, MD5 was used. The algorithm took in messages of
arbitrary length and produced a 128-bit "fingerprint,” or "message digest,” as an
output. It is conjectured that it is computationally unfeasible to produce two messages
with the same message digest, or to produce any message with a pre-specified target
message digest. The MD5 algorithm was intended for digital signature applications,
where a large file must be "compressed™ in a secure manner before being encrypted
with a secret key under a public-key cryptosystem, such as Koblitz's RSA from 2000.
A one-time password was part of its user authorization, along with facial recognition
and national id numbers for security. Using Android may be a good opportunity for
electronic voting, but the MD5 algorithm is not secure enough, especially in 2015.

2.3 Multi-disciplinary and Specific Areas

As mentioned before, mobile voting could be used not only for governmental
operations, but also for universities, hospitals, and firms. In literature, some studies
exist in specific and multi-disciplinary fields.

One of these studies is of Campus E-Voting, which was both an Android and a
web-based application that was based on a mobile voting system specifically for
campus elections (Pandit et al., 2014). With this system, students could give their
vote from anywhere. The web application was developed with JSP, which is also
compatible with an Android platform. Both applications used Java, so that updates
could be carried out easily. For the system's security, the authors proposed to use
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steganography. Steganography hides binary data within an image while adding a few
changes. The purpose of using steganography is to provide secrecy.

Least Significant Bit (LSB) stenography algorithms also have been used to
secure vote transmission. Voting can be used in different fields, like the medical one.
(Ooijen et al., 2014) designed an image-based mobile voting system that was used in
radiology classes, but it was not directly related to electronic or mobile voting
systems. The authors proposed a novel audience response system, and medical
students' experiences of mobile voting were given. In the application, professors
asked questions with pictures, and users gave answers instantly from their mobile
phones. The results of the voting were kept in statistical structures. This methodology
can be utilized whilst developing a mobile voting system, with regards to different
experiential aspects that its users had noted before.

(Meida et al., 2013) suggested their idea of an android-based, mobile-terminal,
voting system with the intention of solving some of the problems of traditional voting
and e-voting systems. They combined static and dynamic password mechanisms
together to create a double-verification scheme that was based on a symmetric
algorithm. The proposed scheme defeated weaknesses that were found before in the
process of acquiring a double identity authentication, and it tried to get rid of replays
and personal attacks. The problems of existing voting systems were researched, and a
new scheme was presented in order to avoid them. There were two innovations of the
proposed system. One of them was in having three types of votes: those in a
traditional election, a competitive election and a grading election. The competitive
election is for race between voters and in grading election authorities grades the
users. The other innovation shortened the voting time by sending different votes to
the corresponding voters at the same time.
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3 BACKGROUND
3.1 Security
3.1.1 Symmetric Cryptosystems

Symmetrical cryptosystems use the same key to encrypt and decrypt data. One
side encrypts plain text with a key, and then generates a cipher text. The cipher text is
sent to the other side. The other side must have the same key to decode the cipher
text. The key must be shared with a secure channel. Symmetric encryption can be
classified along three dimensions. Stream ciphers and block ciphers are the more
common algorithms for symmetrical cryptography, and a block cipher operates on a
plain text block of n-bits to produce a cipher text block of n-bits. Most symmetric
block ciphers are based on the Feistel cipher structure which can be seen Figure 3.1.
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Figure 3.1 Feistel Structure (Stallings, 2005)



DES, 3DES, and AES are symmetric algorithms which are frequently used, like
the AES that this thesis urges. Such applications seek help in concealing their users'
private information, but they all still want their data to be conveniently converted and
accessed within their system. They just want the job to be easy for them, and for their
users, while outside forces are thoroughly flummoxed by their secret messages. Here,
the inner-workings of these three codes are decoded.

Unsurprisingly, the symmetric algorithm trio was all birthed by the same
institute, NIST (the National Institute of Standards and Technology), though not all at
once. The first one to come was DES in 1977, which takes in 56-bit keys, then spits
out 64-bit keys through a set of reversible phases. It would have been designed to
reassemble the keys in the same size, but, the key size would have been highly
contentious. (Koltuksuz, 2012) In fact, Diffie and Hellman wrote in 1979 about the
controversies involving the code lengths of DES.

In 1999, DES got an upgrade and became known as 3DES. 3DES handled
bigger keys than its predecessor, and they were 168 bits. It is 56 x 3, it can either use
same key with 3 times or different keys. However, NIST soon wanted to replace DES
altogether, and it released AES in 2001. AES was the one chosen to be behind the
symmetric encryptions needed by the suggested program in this proposal. The
Advanced Encryption Standard (AES) sets a block length of 128 bits and a key length
of 128, 192, or 256 bits. Although, the most commonly used of the three key sizes is
128 bits, so, it will be used in the approaching example which will describe how AES
acts
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Figure 3.2 AES Structure (Firat, 2007)

FIPS PUB 197 (NIST, 2001) portrays a byte mold in the form of a 128-bit
rectangle. It is a representative shape of the data that AES handles, coming in and
going out. With each spurt of alteration, AES jumbles its code while keeping it
crammed into its block. Zooming in on the action, the entire code-string gets
stretched out, portioned, and sorted. First, the string is broken down into chunks,
which are 32-bit Plain Text words. Next, each word is deconstructed into 4-bit
fragments (A.K.A. - XORs), which are respectively and singly dealt out to each
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column of the rectangle shape. Then each XOR is scrambled 44 times, then 52 times,
then 60, and sometimes AES may replace a byte with its own. If every 4-bit piece
was reset to its original form, then a series of words could be read if the columns
were horizontally observed while switching across each every four characters. After
all of that reassembling, there is an “add round key” point, and then the procedure is
carried through twice more. The altercation formula next has 9, then 11, then 13
rounds to go through, and in the last sets, it will transfigure them in pulses of 10, 12
and 14. In each warping pulse, two operations are committed, byte substitutions and
color mixing, and an “add round key” operation tags on the end of every third stage.

3.1.2 Asymmetric Cryptography

A pair of keys are created and used together in an asymmetric algorithm, and
each pair is made just for one strand of information. One key is labeled to be
“private,” used to decrypt information, and cannot be shared, and the other is dubbed
the “public key,” which is free to be exposed as its owner pleases. The latter kind is
more commonly used for encrypting, though both are suitable for the job.
Asymmetric Cryptography scheme is illustrated in Figure 3.3.

X X

ALICE BOB

Both side generates public and private keys and shares public H
keys

1: Encrypt plainText with USER B's public key

2: Send Encrypted plainText to User B

3: Get Encrypted plainText and
Decrypt with User B's private key

Figure 3.3 Asymmetric Cryptography Scheme

The client and server obviously can generate and share both of their public
keys, but those who get a public key can also generate and share keys created from
their received key. However, when two parties exchange a coded message, both must
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know the public key. Figure 3.4 involves (the sender) Bob and (the receiver) Alice.
Bob sent Alice a public key, then Alice used it to generate a new one (in Plain Text),
and she responded with a new code. Bob could then use his private key to decrypt
Alice's response, but Alice would not be able to, because her public key is an added
outer shell to Bob's private key.

The Diffie-Hellman key exchange protocol (Diffie and Hellman 1976), the EIGamal
which was created by EIGamal as a legal descendant of the DHKEP in 1985, and the
1978 RSA (by Rivest, et al.) are the most frequently-utilized asymmetric
cryptosystems.

RSA is one of the most famous and used public-key systems, and it handles large
keys and integers. In fact, the digits and codes work exponentially, though finitely.
Here's how it performs

Alice m m Bob

Y

kp =1d.
<£‘m" m0dn> B {(’n}<mc‘f m0dn>
ks = {e,n}

Figure 3.4 RSA Scheme

To encrypt a message, sender M obtains public key of recipient PU = {e,n} and
computes C = M® modn,where0 <M <n

To decrypt a cipher text C, receiver uses their private key PR = {d,n}, and
computes M = C%mod n
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Random numbers and prime numbers play an important role in the use of encryption
for various network security applications. In this thesis, off-the-shelf libraries such as
Java Biglnteger ports were used for generating random and prime numbers. Users
generates public/private key by selecting to random large primes p and g, than
computes the system modulus n = p.q, ¢(n) = (p — 1)(q — 1), the encryption key
e generates where 1<e<g(n)gcd(e,g(n) =1 and solves
e.d = 1 mod g(n) and 0 < d < n with decryption key d. and publish their public
encryption key : PU = {e, n} and keeps secret private decryption key PR = {d,n}.

3.1.3 Key Exchange

If any information is exchanged between the client and server, both sides should have
a key for encryption, and one for decryption. In symmetric cryptosystems, the same
key is used for both processes, but directly sharing this key between the sides is not
appropriate. The security of a symmetrical cryptosystem depends on the security of
its keys. In order to securely share in such a system, several mechanisms are utilized.

The key that is shared between its users is called a shared key, or session key. The
key which is used at the end of the encryption process is not the session key; it is the
key that was produced by using a session key. Therefore, it can be prevented from

cryptanalytic attacks.

Generally, key exchange mechanism can be expressed as follows.
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ALICE BOB

1: Generates Domain Parameters,
and Private Key

i 2: Generates Public Key using Private Key

3: Sends Public Key + Domain Parameters

5: Generates Public Key using Private Key

i 4: Generates Private Key

6 Generates Session Key with Bob's Private
Key ad Alice’s Public Key

7: Sends Public Key + Domain Parameters

{ ________________________________________

8! Generates Session Key with Bob’s Private Key ad Alice’s Public Key

Figure 3.5 Key Exchange Scheme

3.1.4 Diffie-Hellman Key Exchange

In 1970, Williamson first described the idea of public-key cryptology, which was a
method that could make an exchanged message secret, but it was hushed, even though
it was only a numerical code. It wasn't until 1987 that his concept could be unveiled,
and this didn't happen until years after Diffie and Hellman published the first public-
key algorithm in a seminal print. Consequently, Diffie and Hellman were accredited
to defining that type of cryptography when they released the Diffie-Hellman key
exchange formula.

An example of Diffie Hellman key exchange is shown in the Figure 3.6.
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1. Alice selects a prime p and generator a

2: Alice makes p and a public

3: Alice chooses a secret random
l<x<p-2

4: Bob chooses a secret random

2

l<v=p

5: Alice sends o*mod p to Bob

6. Bob sends o mod p to Alice

<

7. Alice calculates the shared secret as
K= (o) modp.

8: Bob calculates the shared secret as
K= (o* modp.

Figure 3.6 Diffie-Hellman Key Exchange Scheme

The problems that can be occurred in Diffie-Hellman key exchange one problem that
one can run into is a man-in-the-middle attack.

3.1.5 Man in the middle attack

Here is an example of this type of threat: Man in the middle creates two public and
two private keys. Alice, sends her public key to Bob, and man in the middle catches
Alice's public key. He exchanges it with his own, and transmits his key to Bob. Bob
receives the middle man's public key, thinking that it is Alice's, and calculates the
shared key. The man in the middle (MITM) also calculates a shared key by using

Bob’s real, public one.
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Bob sends his public key to Alice. The MITM captures this, transmits, second public
key to Alice, and Alice receives that key. She then calculates the shared key. The
MITM also calculates a shared key by using Alice’s real public key. Thus, the middle
man can decrypt and encrypt all messages between Alice and Bob. In this thesis's
suggestion, in order to prevent man-in-the-middle attacks, SSL will be used, and
HMAC will also be a barricade for man in the middle attack.

3.1.6 Elliptic Curve Diffie-Hellman Key Exchange

Elliptic curve cryptography has a mathematical foundation of elliptic curves in
finite grids. The main advantage it promises over other systems (like an RSA system)
is that it saves some of the storage and transfer load by using smaller keys than them
while it offers an equal degree of protection. For an example, when a public RSA key
takes up 3072 bits for a certain degree of security, the same degree could be achieved
by using a 256-bit ECC key. (Koblitz, 1987)
Elliptic curves are consist of points based on this equation: y? = x3 + ax + b

Along with a distinguished point at infinity, denoted oo.

The algorithm can be described as: Alice and Bob agrees upon to use a
randomly chosen point P on curve E as a key plus on a methodology to convert that

point to an integer. Now, E is an elliptic curve over Fq and P is a starting point on E

Figure 3.7. lllustrates the Elliptic Curve Diffie Hellman Key Exchange
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1: cakulates (kb. P)

2: sends (kb.P) to Alice

3: calculates (ka. P}

4: sends (ka.P) to Bob

5 Selects a secret random integer ka

6: selects a secret random integer kb

T sends random integer ka

B: sends random integer kb

9: calculates shared key P=(ka.kb.P}

10 calculates shared key P={kakb.P}

Figure 3.7 Elliptic Curve Diffie-Hellman Key Exchange Scheme

3.1.7 Curve25519

Curve 25519 is a high-security, Diffie-Hellman elliptic curve function which
set the highest speed record. It started to be used as key-exchange mechanism by
many popular corporations, such as Apple Airplay, GNUnet, APPLE 10S 9.0,
Android, Opera Browser, Google Chromium Browser, OpenSSH, TextSecure,
Whatsapp, SigmaVPN, GoVPN, BoringSSL, and Google. OpenSSH made Curve
25519 its default key exchange in version 6.5. WhatsApp achieved support for its
TextSecure protocol. It was also used as the base point in the Montgomery curve
over the prime field defined by the prime number. (Bernstein, 2006)
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Each user of Curve 25519, has a 32-byte secret key and a 32-byte private key.
The main purpose is to activate a shared 32-byte secret key, which can be used to
encrypt messages between users, or to act as a symmetric key and authenticate.

Alice’s secret key a Public string 9 Bob’s secret key b

Public function
Curve25519 \

Alice’s pllbllC key Bob’s public key
Curve25519(a, 9) Curve25519(b,9)

{Alice, Bob}’s shared secret _ {Bob, Alice}’s shared secret
Curve25519(a, Curve25519(b,9)) ~ Curve25519(b, Curve25519(a, 9))

Figure 3.8 Data Flow from secret key through public keys to a shared secret (Bernstein, 2006)
Step 1 Alice creates a secret key, called “A.”
Step 2 Bob creates a secret key, called “B.”
The base point and public string for Curve 25519 is chosen to be 9.
Step 3 Alice’s public key is generated by Curve 25519 (secret A, 9).
Step 4 Bob’s public key is generated by Curve 25519 (secret B, 9).
Step 5 Alice’s shared secret key is calculated by Curve 25519 (A, public B)
Step 6 Bob’s shared secret key is calculated by Curve 25519 (B, A)

In the example, a hash of the shared secrets in Curve 25519 (A, Curve (B, 9)) is used
as the key for a secret-key authentication system

Bernstein who is the creator of Curve25519 lists the efficiencies of Curve25519 as
follows:
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High Speed: For his test on Pentium 11 system Curve25519 computes 832457 cycles
and 957904 cycles on a Pentium 4

Short secret keys: The Curve 25519 secret keys are only 32 bytes.

Short public keys: Also The Curve 25519 public keys are only 32 bytes. Normally
ECDH functions use 64-byte public keys. And also free key validation and just 16kb
of code size are efficient for an ECDH schema. (Bernstein, 2006)

3.1.8 SSL

The Secure Sockets Layer (SSL) is a set of regulations that NetScape made in 1996,
which conducts how private files are sent through the internet. Eventually, ways of
scrambling the data within the SSL server were discovered. At the same time, the
URLSs that were associated with SSL became more conventional, and they switched
their beginnings from “https:” to “http:.” The SSL certificates now ensured more
privacy in data exchanges because they encrypted the data before it was sent to the
web-server.
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Client side Server sude
| Client mnttiates a connection I__.. Hella?

!
Server responds by sending
. - Server the client its Digital ID. The
Client verifies the server’s [+ Dhgital server may also request the
Digital ID. If requested by D client’s Digital ID for client
the server, the client sends its authentication.
Digital ID.
Client
| Digital ,
D
When the authentication 1z
complete, the client sends the -
server a session key . Sﬂﬁg?n .

encrypted using the server’s
public kev.

Once a session key 1s established, secure communications
commence between client and server

Figure 3.9 SSL Protocol Hlustration (Foertsch, 2004)
3.1.9 OpenSSL

The OpenSSL not only functions as a multi-functional cryptography library, but it
also commands a SSL and a Transport Layer Security (TLS) system. The SSL and
TLS standards are saved in OpenSSL as an accessible library. The core database
(which is written in C code) offers numerous utility features, including basic
cryptographic ones. It is available to all users because it uses wrappers, which can be
translated to different computer languages. (OpenSSL FIPS-140, 2015)

3.1.10 One-time Password

A one-time password is a disposable password that is generated instantaneously and
then sent to users. This password is recommended to be sent from third-party
services. Time synchronization is very important; without it, the password can be
exposed to attacks. One-time passwords can be sent by SMS messages, local
messages or web services. Such as in the case of voting (as this thesis focuses on it),
the user receives a message through their mobile phone, which includes a one-time
password. Then, the user is required to enter the password in the application. If the
user enters the right password, then their vote will be delivered to the server.
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3.2 System Environments
3.2.1 Cordova

Apache Cordova is a mobile development framework and it is open source. In using
it, mobile applications can be created by utilizing brand new web technologies.
Cordova is a solution for cross-platform implementation. Systems runs in wrappers
which points to each platform, and Cordova endures compatible to standards API
binning to reach device’s sensors, network status and hardware options. At the same
time, Cordova can use both Objective-C (which is its native language), Java and
Swift modules, or other modules can be written for it.

Through Cordova, applications can be built by using familiar web technologies
that use native languages. Then, it will require less time and work when the program
is used as a port for other mobile platforms. The applications that are accessible
through Cordova are very distinct from a webpage setup, and they are built to be
compatible with Apple or Google. The natural functions and sensor-based hardware
of the mobile phones can be reached directly by Cordova. When they cannot be
reached directly, then Objective-C and Java Swift can be mutually translated and
swapped through Cordova. For instance, when the device ID of an Apple mobile
phone stays in the phone, it can be retrieved. Thus, Objective-C (which is Apple's
native language) should be copied and then computed in Cordova to retrieve the
device's ID. (Cordova, 2015)

3.2.2 Cordova Security

The security of Cordova starts with the security of JavaScript html and css
coding. Some soon-to-be explained security issues that the program has are in its uses
of local storage and KeyChain, as well as in its JavaScript encryptions. When the
keys are stored in variables, it can be harmful if the application can be decompiled,
even if all precautions are taken. Therefore, temporary keys should be stored in local
storage sandboxes, which cannot be used by other applications or devices. Permanent
applications like private keys, should be stored officially in 10S's KeyChain with the
native writing bridge.
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3.2.3 Local Storage

The operating system typically provides an abstract layer for storing and
retrieving application-specific data, like their preferences or how long they have been
running. These values may be stored in the registry, INI files, XML files, or in some
other place in the platform's conventions. If your native client application needs local
storage beyond key/value pairs, you can embed your own database, invent your own
file format, or utilize other solutions.

Historically, mobile/web applications use cookies, but cookies are limited to
about 4KB of data, and they are included in every http request, so they slows down
the applications. We need to create a large storage space for clients.

HTMLS5's storage is based on key/value pairs that users determine. If data is
stored with a key that is given by the user, then the same data can be retrieved by
using the same key. The key should be a string. The data can be of any type that
JavaScript supports, including strings, Booleans, integers, and floats. However, the
data is actually stored as a string. Local storage has 5 MBs of space.

3.2.4 KeyChain

KeyChain is an official password management system in OSX, which was
developed by Apple. A “keychain” can contain various types of data, such as
passwords, private keys, certificates, secure notes, credit card information, and Wi-Fi
network information (etc.). The “keychain” files are stored by using Triple DES. The
“keychain” are set to lock automatically. It is Apple's official key storage system.
(Support Apple INC, 2015)

3.2.5 10S Gyroscope Sensor
The 10S Gyroscope was created to sense when Apple gadgets are moved or

shaken, and the devices' applications commonly use it. As Figure 3.10 shows, it
detects when the X, y, and z axes shift, and matches its findings to the fixed positions.
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Figure 3.10 Apple Gyroscope lllustration

So, if someone snags the appliance from its owner, it will lock to prevent them
from voting for them. This feature is enabled as an extra precautionary security
measure for situations like those, which may involve a physical attack. The shake-
detection sensitivity can also be changed so the phone will be as responsive as the
user deems necessary for their circumstances.

3.2.6 Push-Notification Messages

If its users enable them to, applications can send push-notification messages
when needed. Most program innovators prefer that type of mechanism because they
do not cost anything to create, and they are commanded by the operator. The
application that this thesis describes also uses one, and it works as parametric
variable. It can fire at will, if the user allows it to. Figure 3.11 shows how
notifications pop up.
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ApplePushNotification

You got a new message!

Close " View

Figure 3.11 The message which is sent with push notification

3.2.7 ASP.NET MVC

The Model View Controller (MVC) is one setup possibility for web
applications. It lays out parts of the foundation of the program, such as a list of
database records and reveals needed information which the administrator has access
to. The MVC blueprint also grants full reign between CSS, JavaScript, and HTML
coding.

MVC structures are divided between three parts; the model, the view, and the
controller. The model it often fetches the information, ensures that is logical, and
holds it. The view (which is commonly created out of the information) manages how
the information is portrayed. The controller manages how users engage in the
applications, watches their interactions through the view, and sends them the system.

MVC consists of three fields so that complex programs can be approached
according to each function, and it makes testing easier, too. Additionally, the
programs can be tackled from multiple angles at once when they are simplified in
such a manner
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3.2.8 Apple Touch ID

Apple Touch devices have a button with a silver, sapphire crystal ring around it,
which senses that your finger is on it and notifies the Touch ID program to begin
scanning your print. The mechanism is very sensitive, and it looks at the sun-
epidermal layers of your skin to take multiple high-resolution images of sections of
your fingerprint to piece together. After the image is constructed, finger is labelled as
an arch, whorl, or loop, and unique, miniscule ridge details are identified; even
directional variations from pores and edges are found. The probability of someone's
fingerprint being misidentified to match another's is 1 in 50,000 identified prints, and
Touch ID's limit for the number of unapproved entries is 5. (Support Apple INC,
2015)

THE SECURE ENCLAVE

A chip in the gadgets protect passkeys and fingerprint IDs by activating its
secure enclave program for an extra security measure.

A numerical code of your fingerprint is stored in Touch ID instead of a
photograph of it, and it is impossible to create an image based off of one of these
codes. Then it is encrypted with a unique session key, and pushed through to the
secure enclave on your Apple A7 to be recognized and verified. The session key was
built into the sensor and security enclave. (Support Apple INC, 2015)

According to Apple, the enclave only uses your data to make sure that it
matches the one that it recognizes, and it is isolated from the device and the rest of its
chip. Therefore, nothing else can access or store it, and your biological pass is never
backed up to anywhere else but the Touch ID program. Other fingerprint libraries
cannot access it, either. The organization also guarantees that it's processor cannot
read it.
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Figure 3.12 Assemble of Apple Touch Sensor

Wherever data is stored, there is always the possibility that it can be accessed.
Even then so, the program should not be fully trusted .Apple debates that the
exchange used for fingerprint verification uses advanced encryption standards (AES)
to protect the keys while they are in use by both the server and client, and that AES
encodes then during their trip between the two. Apparently, the communication is just
an “affirmed” or a “rejected” statement, and the key randomization enhances and
optimizes protection. But is Apple's word really reliable?

3.2.9 JavaScript

JavaScript is object-oriented, cross-platform and superfast scripting language. It
is a small and lightweight language.

JavaScript composes a standard library of objects, such as the array, date, and
mathematic operations, as well as a core set of language elements such as those for
operators, control structures, and statements. It also supports high-level operations
like multi-threading, sockets, etc.
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3.2.10 JQuery and AJAX

JQuery is a fast, small JavaScript library. It is for writing JavaScript faster and
more fertile and garish. It makes things like HTML document traversal and
manipulation, event handling, animation. With a combination of versatility and
extensibility, millions of people use jQuery

AJAX updates parts of a web page without the whole page needing to be
reloaded. This is because AJAX allows pages to be updated asynchronously by
exchanging small amounts of data with the server behind the scenes. (jQuery
Foundation, 2016)

3.2.11 JQuery Mobile

JQuery Mobile is based on the jQuery and is a HTML5 and CSS3 based mobile user
interface system for designed to make responsive mobile applications. It allows
AJAX page transitions, touch events and tons of widgets. It is lightweight, flexible
and customizable framework.

3.2.12 JavasScript Security

The first phase of JavaScript's security is transmitting data securely with SSL
used in https:// links.

The app may only use an F-sensitive code, JavaScript is not compiled — so the
best we can do is obfuscate it to the point where it is as unreadable as possible. The
source code should be minimized. Minimization, obfuscation and self-protection can
apply to an app for JavaScript security.

Here is an example of a protected JavaScript code:

Unprotected JavaScript Code:
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(function() {function add1(element, index, array) { array[index]=element+1; );

Protected JavaScript version of the code above:

[x.* f)<<W)s=this[a](s,B);s=((s&0x  1ff =  A)(>>>Q  <)f);Pr=s;P=((P&OXT’
H\"y)|(P>>>h);P=(P*z+((129.,0x187)<(91,0x1E0)?(0x72,0xe6546064):(120.

The source codes of this thesis's application are secured by JScrambler. (Auditmark,
2007).
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4 SYSTEM ARCHITECTURE
4.1 First Login

The home page of an application is independent from the activations within the
application itself. On the home page, users enter the system using their official
credential. The web-services in this part are provided by the institutions which will
use this application. For instance, if this system will be used by a government, then
users are going to enter the application by their e-government passports. So, they will
be granted access to the application, as enabled by their government, and for the
universities' elections, web-services are enabled by a school's information technology
center. In the example that is illustrated in Figure 4.2, a user enters the system with
the unique information that they were provided by their university.

To test the application's security, a user-management system is implemented, and the
application is protected by SSL through its test domain https://mobilevoting.net.
Users can be enrolled in the system and enter it with their information, and that
information is solely for mobilevoting.net. In Figure 4.1, screenshots of its login page
can be seen.
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Figure 4.1 Screenshots of Login
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|

4: Send to institution server via its webservice

4.1: Check validity
4.2: 3end Validition Message

{ ________________________________

Figure 4.2 Login Client-Server interaction diagram

Step 1: Fingerprint verification is performed by the application. Users show their
fingers to the Apple Touch ID sensor, and then the application compares their
fingerprint with the ones that it predefined. Then the application returns a Boolean
message. If the application responds with a “success” message, it means the
fingerprint is valid, then the user can enter their information; otherwise they are not
allowed to put it in.

Step 2: Users enter their institutive credential in the appropriate parts.

Step 3: The application validates the regular expression of that information. Before
sending the inputs to the server, the data is validated by the client.

Step 4: An e-mail and password are sent to the institution's main server by the web-
services that the institution set up for the application. Also this server should have
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SSL too. If credentials are approved, then the user can move on to certify their
identity. In this thesis, this part is demonstrated using mobilevoting.net demo web
services and database. Users are registered to system on administration panel, and
their warrants is arranged here by system admin

4.2 Certification

In this step, besides the vote-keeping server, there is also the Certificate
Authority. The Certificate Authority is going to respond to the certificates'
requirements and distribute the certificates. All the certificates will be X509 standards
(Cooper et al., 2008). Technical details of the certification steps, key sizes and the
examples of the algorithms have been explained in Section 5.

To secure the data in the certification process, a general SSL certificate is inserted to
the domain. OpenSSL is used to create certification demands, certificates, keys, etc.
Technical details of this phase can be seen on Section 5.3

On Figure 4.3 the secure connection of test domain https://www.mobilevoting.net
which is protected by SSL is seen. The service uses RapidSSL.
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Figure 4.4 Screenshots of Certification
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Figure 4.5 Certification Client-Server Diagram

In this thesis, Curve25519 ECDH was used for some issues such as key exchange etc.
In a session while voting, 3 or more key exchange processes can be performed so it is
appropriate to use Curve25519. However, at this step, RSA was used for OpenSSL
certification process. The reason is widespread usage of RSA and OpenSSL together
and reinforcement of used plugins for RSA. The data transmission in this diagram
and the security of the transmission between server and client are provided by SSL.
OpenSSL communication is encrypted via RSA. The steps which is shown in Figure
4.5 is explained step by step and the Figure 4.4 illustrates the user interface of this
phase.

Step 1. After the user logs in, the “Request Certificate” button appears for them to
touch. The Certificate Authority creates a 2048-byte private key.

Step 2: Client side; A 2048-byte private key is created for the user and saved to
KeyChain.
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Step 3: The user completes a certificate-signing request (CSR) by filling in the
missing information in the organization's form. The subject of it is filled as certificate
preparation that is compatible with X509.

Step 4: The subject contains the organization's name, unit, country code, state or
province, locality, and common name. This information completes the public key-
signing request with this subject, and it is sent to the Certificate Authority as CSR.

Step 4.1, 4.2: The received CSR is signed with its private key, the expiration date is
determined, and the certificate file is sent to the user.

The certificate's information is recorded to the database.
Step 5: The user receives the certificate file, and it is saved in KeyChain.

After that final step, the user has their certificate. If they want to revoke the
certificate, then they can send a request to the Certificate Authority by touching the
“Revoke Certificate” button.

Certificate VValidation

To validate the certification, OpenSSL verification functions and RSA is used.
The user uses their keys to generate a validation message. The server compares the
received validation message to the user's certificate. If they match, then the
application will check the certificate's expiration date. After that, the user is directed
to the activation registration step. Certification Authority verification is provided by
the paid service of RapidSSL.

4.3 Activation Register
If a user has entered the correct credential into the system, has a valid

certificate, and has not activated the system before, then they can be shown directly to
the registration screen. To ensure that the application is secure, account activations
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will not be granted until after the users have entered their valid default corporate
information.

In this step, it is also required to create fake activation information. Thus, a user
can enter the fake information into the application if they are under pressure. The
system will not warn the user about fake information, so all processes will continue
regularly, but their vote will be invalid. In addition to a character-based password, the
application also requires a geometric pattern password from the user. As seen second
screen on Figure 4.6, the application also supports pre-determined fake pattern
passwords. The registration screen for activation saves all passwords to the database.
In order to do so, all of the data is sent to the server and retrieved from the server in
an encrypted form.
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Figure 4.6 Screenshots of First Activation Phase
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Figure 4.7 Activation phase Client-Server interaction

The system sequence diagram in Figure 4.7 is explained step by step in the following.

Step 1-2: Curve25519 key exchange function, which is one of the critical part of this
thesis, is called. Then keys are generated on both the client and server. Details about
the function of the Curve25519 key exchange was given in Section 3.1.7.

Step 3: The user determines their real and fake character-based passwords in the first
screen shown in Figure 4.6. Both must be at least 6 characters long and include one
uppercase letter and one symbol. Then, with a single touch on the continue button,
the user passes through to the geometric pattern password registration screen.

Step 4: The user draws their geometric pattern password and a fake geometric pattern
password. The length of each must include at least 4 points.
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Step 5-7: The unique device ID and user ID are fetched from the user's local storage,
and encrypted by AES 256.

Step 6: All passwords, including the fake and geometric pattern ones, are encrypted
by AES. In order to generate AES session key, Curve25519's shared secret is used as
a passphrase, and it was generated after a key exchange. After the data is encrypted
with AES, it is converted to the Base64 format to transfer easily. Details of AES's
encryption libraries and the key sizes were explained in Section 3.1.1.

Step 8: The HMAC of the real character-based password, the fake one, the geometric
pattern password, the fake geometric pattern password, and the device and user Ids
are computed with using session key and SHA. HMAC technical details can be seen
on Section 5.4.

The encrypted data posts to the server as a query string with AJAX, and its
computed HMAC forms are sent on the request header.

Step 8.1: Encrypted passwords that come to the server are obtained from AJAX
requests in the form of query strings. Encrypted passwords that are calculated with
HMAC are given to the server by the https request headers.

Step 8.2: The encrypted data is recalculated with HMAC within the server. The server
compares the request headers’ data with the checks, and if they are the same, it
continues its process.

Step 8.3: AES encrypted data is decrypted by server session key which is derived
from Curve25519 shared secret. Aforementioned, the Curve25519 shared secret was
generated during the key exchange operation. After that step, all passwords and the
device and user IDs are obtained as plain text.

Step 8.4: The server verifies if the decrypted device ID is the same as the registered
device ID in the database.

If they are same, then the passwords and the activation date are saved to the
database. Then, the server will send a response message about this process to the
Ajax request system.
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Step 9: If the returned message is “success,” then the user has completed their
activation, and then they are directed to the activation login screen.

4.4 Activation Login

If the user has registered their activation successfully, or if they already have an
activated account, then they will be directed to the activation login page. On this
page, users log into the system with their predetermined character and geometric
pattern-based passwords. If the users enter the system with either or both fake
passwords, they can continue their processes, but their votes will be invalid.
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Figure 4.8 Screenshots of Activation Login Phase
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Figure 4.9 Activation Login Client-Server Diagram

Step 0: The Curve 25519 key exchange function is called, and if the keys has expired,
then new keys are generated for encryption.

Step 1: The user enters the password to the required area, and then draws his
geometric pattern password to the drawing password area.

Step 2: The character-based password and the geometric pattern password are taken
from inputs and encrypted by AES with session key by using a shared secret from
Curve25519 to send server.

Step 3: A unique device and user ID are obtained from the user's mobile phone and
encrypted by AES.
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Step 4: The HMAC of the character-based password, geometric pattern password,
device ID and user ID are computed with using session key and SHA1.

Step 5: The encrypted data posts to the server as a query string with AJAX, and its
computed HMAC form is sent on the request header.

Step 5.1: Encrypted passwords filter into the server via AJAX requests in the form of
query strings. Encrypted passwords that are calculated with HMAC are given to the
server by the https request headers.

Step 5.2: The encrypted data is recalculated with HMAC within the server. The server
compares the request headers’ data with the checks, and if they are the same, it

continues its process.

Step 5.3: AES encrypted data is decrypted by server session key which is derived
from Curve25519 shared secret. After that step, all passwords and the device and user
IDs are obtained as plain text.

Step 5.4: The server verifies if the decrypted device ID is the same as the registered
device ID in the database.

Step 5.5: If they are identical, then the server will compare the two inputted
passwords with the passwords that have been registered in the database. After that,
the server will respond with a request-status message. If both passwords are
authentic, then it will display a “success” message. If one is the fake one, then the
user will still receive a “success” message (which is fake). If both passwords are

wrong or not fake, then it will respond with an “unsuccessful” message.

Step 6: If the returned message says that the process was successful, or fakely says it
was successful, then the user is directed to the screen in which they can see possible
options to vote for. If the returned message read “unsuccessful,” then the user is
required to enter the password again. If the user enters the wrong password several
times, then the activation and the certificate are canceled.
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4.5 Voting

Users who were successfully certificated and activated pass through the login
and activation stage and finally can see the screens of the elections.

All the elections that users are authorized to are listed on that screen. When a
user clicks on the election, he can see the detailed questions and answer choices
(candidates etc.), and start voting. A single election can contain more than one
selection. The logic of the survey performs behind the actual election process. In one
survey, there can be a single question or multiple questions, depending on the bases
of the election.

For example, both elections for a representative of a faculty or of a department
can be included in one election called “representative elections.” Thus, when a user
partakes in it, they will see two questions in a single election. These two election
votes can also be given in separate voting sessions.

All data, including election questions and choices, will be transferred in an
encrypted way. Also, before sending the vote, a one-time password verification is
required for voters using SMS authentication. User credentials won’t be saved with
votes to supply the anonymity.
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45.1 The List of Elections

{ A Vv WOR ?

ﬂ Fakilte Temsilcisi Segimi
E Muhtarlik segimi
E Yerel Secim 2016

Yasar Universitesi 2016 Hedef Slogan
Secim
ﬂ Yillik Kar Yuzdesi Hedef Belirlenmesi

—~

N\ 4

Figure 4.10 Screenshots of Elections List

Figure 4.10 shows the active elections for the authorized users who are logged
into the system. The system checks the related permissions for the users in the
database before displaying this screen. This feature works with respect to real time.
This means that if this screen is open in the user’s mobile phone while a new election
is added to this list, the user doesn't need to log off and log in again or refresh the
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page. The recently added election is automatically displayed on the already opened
page, with the help of the AJAX technology.

Step 1: A user applies their fingerprint so they can see the listed elections.

Step 2: A Curve 25519 key exchange is requested, and if the key expired, then new
keys are generated.

Step 3: When the user touches on an election, the ID of the touched election, the
device ID and the user ID are retrieved from local storage and encrypted by AES with
using session key which derived from Curve255109.

Step 4: The HMAC of the three 1Ds are computed.

Step 5: Ajax posts the encrypted data to the server as a query string, and its computed
HMAC forms are sent to the request header.

Step 6: The server verifies the computed HMACs and device IDs; if verification is
successful, it will decrypt the obtained data using the AES session key which is
derived from Curve25519 shared secret.

Step 7: The server accesses the choices of the required elections from the database.
Then, server encrypts their choices made in AES by using the Curve 25519 shared
secret key, and it sends them to the application as a response. The computed HMACs
are then sent with response header. User credentials or ID wont sent with votes.
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45.2 Election Choices

<A VvV MOR 2?2

tafa Kemal Mah. Muhtarhk

Mert Ozarslan
Sevim Derya Deniz

Neriman Kerkce

Mustafa Sileyman

Nykois Karakug

Figure 4.11 Screenshots of Election Choices

Step 1: The HMAC codes are verified.

Step 2: Data that was encrypted by AES is now decrypted with same AES key.
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Step 3: The user can display the choices of the ballot (if there are any surveys to
answer) and the user can display information about each choice (candidate etc.) by
clicking on the info button near it.

Aday Bligisi

Figure 4.12 Screenshot of Candidate Information popup
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4.5.3 Sending Vote

Tamam

\ = J

Figure 4.13 Screenshot of OTP phase
Step 1: Users choose their option and click on the “VOTE” button to cast their votes.
Step 2: A One Time Password (OTP) process is enabled, then, by looking at the user's

certificate, a one-time SMS password is sent to their mobile phone. The user then
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enters this SMS OTP verification code into the application, and if it is right, then they
start voting.

Step 3: Curve 25519 is requested for a key exchange, and if the password expired,
new keys are generated.

Step 4: The IDs of the chosen option and device ID retrieved from the user's local
storage and encrypted by AES.

Step 5: IDs are converted to HMAC with using session key.

Step 6: The encrypted data is posted to the server, and computed HMAC are sent to
the request header.

Step 7: The server verifies the HMAC and device ID; if they are verified successfully,
it decrypts the obtained data through the Curve 25519 shared secret key. The server
saves the 1D of the marked option.

4.6 Extra Features of Mobile Application

If a mobile phone is shaken severely or someone tries to grab it from the user,
the Apple Gyroscope sensor will detect that attack, and the application will be locked.
It can be opened again when the user scans their fingerprint. This sensor will be
enabled if the mobile phone is grabbed while the user is casting a vote. Also the
location of user can be fetched from GPS service of mobile phone. With using google
map plugin the users’ current longitude and latitude can be detected. The application
have this feature but it is not used because of privacy.

In all application pages, the user can use the “Question?”” button which is in the
top-right corner of the page. If a user touches that button, then all the information of
that page will pop up along with directions.

If the user touches the user icon (which is also in the top-right corner of the
page) or pulls the page from right to left, then a sliding menu appears. In this page,
the user can display their membership information, can cancel activation from their
account or logout.
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Some features of the application are facial recognition, facial detection, pictorial
recognition and image filtering. Facial detection algorithms run efficiently, but they
do not enrich the application in term of security. Also, 3rd party facial recognition
applications for mobile devices are pricey and raise suspicions that the users' images
are saved. For this application, it was considered that its camera-enabled features
would expose its users to such a risk while voting. However, if security is a primary
concern, those functions wouldn't be desired, so it was decided that they would not be
a part of this application. Some algorithms and frameworks were tested for these
features, and they are listed in Appendix A.

4.7 The Administration Panel

In a general view, the plans of a mobile voting application and its security are
explained in this thesis. However, in its inner workings, an extended administration
panel was designed. In it, users can be managed within the system, departments and
institutions can be added to the system, several elections can be activated and
organized through it, an authorization process can take place, and the results of the
elections can be announced instantaneously. Thus, the administration panel was
designed to be very detailed. Its screenshots have been added to the APPENDIX B.

The admin panel is the part of the system where the system is controlled,
elections are added, and authorizations are done. It is coded in ASP.NET MVCS5. All
of the processes executed in the admin panel, as well as their features, are
summarized in the following section.

In the user-management part, users can be added, organized and controlled.

In the institution-management part, parent groups are determined. For example,
a parent group consisting of the Yasar University engineering faculty can be added in
this part, and a system administrator from that specific faculty will be decided.

In the departmental management part, the parent groups' departments are
organized and the administrator is assigned for each. An example of such a directory
is under these headings: Yasar University, Engineering Faculty, Computer
Engineering (department), and its administrator can be listed in the last part.
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In the election-management part, elections can be formed and authorizations can be
done. The authorization step determines which users can take part in the elections.
Also, election results can be displayed in it.

A single election can contain more than one question, and a question can
contain multiple options. Also, there can be an infinite number of options in a single

election.

The upcoming example shows the different combinations of users who may be
authorized for a university election:

. Only the engineering faculty members can see the election.

. Only the members in the computer engineering department in the engineering
faculty can see the elections.

. Just members of the computer engineering and financial affairs departments can
see the elections.

. All the members of the health, culture, and sports department, the management
dept. of administrative affairs, and all members of the engineering faculty

These kinds of combinations can be formed in the application.
The results of the elections can be displayed promptly. In order to display the
results, it is not required to refresh the page. Ajax technology is used to display the

results through the mobile application without refreshing. When all users have
finished voting, then the results can be seen immediately.
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5 DEVELOPMENT METHODS AND LIBRARIES

List of whole libraries and plugins and their author and creators, which are used
in this thesis can be seen on APPENDIX A.

5.1 Curve25519 Key Exchange
On both the server and the client' side, plug-ins are translated to Javascript and

C# .NET in the library of NaCL (Daniel J. B et al., 2012). A key exchange diagram
can be seen in Figure 5.1

SERVER
cUIENT

1: Generate KeyPair object

2: Retreive secretkey sA from KeyPair Object

3: Generate publickey pA @ Curve25519(sA.9)

4: Save secretkey sA to App Keychain

5: Send client publicKey pA to server

&: Generate KeyPair object

7: Retrive secretey sB from KeyPair object
8: Generate publicKey pB : Curve25518{s8 9)

9: Calculate Shared Secret Key : Curve25519(sB pA)

mrve25519(serverSecret,cIiemHJblic)H

10: Send publicKey pB to client

e

11: Calculate Shared Secret Key : Curve25519(sA pB)

Curve25519(clientSecret sen erF‘uhuc)B‘

Figure 5.1 Using Curve25519 Key Exchange on development

5.1.1 Client Side
On the client's side, NaCL-JS and ECMA-NaCL plug-ins (which are coded in

JavaScript) are used. A new KeyPair object is generated, and private and public 32-
byte keys can retrieve it by using Curve 25519's function. The client's public key is
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sent to the server, and it retrieves it. A shared secret key is generated by combining
the client's private key and the server's public key. Keys which are generated as
arrays of bytes are shown.

Generated Client Secret Key Bytes:

139,188,188,90,103,39,91,39,127,89,128,18,141,188,131,96,4,54,189,61,85,164,172,
22,180,204,138,139,10,214,245,204

Generated Client Public Key Bytes:

209,202,28,168,242,205,232,0,109,159,166,191,25,138,227,169,198,176,242,62,149,
36,26,6,142,147,242,202,125,133,138,98

Retrieved Server Public Key Bytes:

117,147,62,100,145,91,78,112,85,124,23,48,156,218,54,115,119,62,25,106,191,210,
196,249,120,153,145,120,124,174,228,32

Client Curve25519 Calculated Shared Secret Key:

Curve25519 (Generated Client Secret Key Bytes, Retrieved Server Public Key Bytes)

254,176,151,115,242,200,148,213,115,215,9,53,185,9,221,24,122,108,165,162,171,1
27,238,16,167,67,151,30,215,166,172,224

5.1.2 Server Side

Libraries of Chaos.Nacl (Christian Winnerlein) and Curve25519cs(Hans Wolf) are
used on the server side.

Generated Server Secret Key Bytes:

8,86,138,33,121,34,161,37,39,134,25,10,6,7,235,249,166,254,59,42,33,150,205,151,
80,135,106,211,55,223,96,114
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Generated Server Public Key Bytes:

117,147,62,100,145,91,78,112,85,124,23,48,156,218,54,115,119,62,25,106,191,210,
196,249,120,153,145,120,124,174,228,32

Retrieved Client Public Key Bytes:

209,202,28,168,242,205,232,0,109,159,166,191,25,138,227,169,198,176,242,62,149,
36,26,6,142,147,242,202,125,133,138,98

Server Curve25519 Calculated Shared Secret Key:

Curve25519 (Generated Server Secret Key Bytes, Retrieved Client Public Key Bytes)

254,176,151,115,242,200,148,213,115,215,9,53,185,9,221,24,122,108,165,162,171,1
27,238,16,167,67,151,30,215,166,172,224

After a key exchange process, the keys clearly become identical on both the server's
side and the client's side.

254,176,151,115,242,200,148,213,115,215,9,53,185,9,221,24,122,108,165,162,171,1
27,238,16,167,67,151,30,215,166,172,224

It is shown that shared secret is generated. This key is converted to base64 format to
be used as passphrase for AES256.

5.2 AES Encryption/Decryption

The Object Oriented JavaScript Class Library is used by the C.NET Style
(Ecoys, 2011) on the client's side. All methods and libraries in C.NET are translated
to JavaScript, then inserted into this library. The same ported library is used for
integrity of the system.

A 256-bit AES session key is generated by using a Curve 25519 shared secret
key. This process's directory is: System.Security.Cryptography.Rfc2898DeriveBytes.
Data is encrypted and decrypted by using this secret.
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5.3 CERTIFICATION

The Certification Authority's operations are coded in the OpenSSL library as
PHP.

To use PHP's OpenSSL support, PHP with OpenSSL[=DIR] must compiled.
Then the php_openssl.dll must be uploaded to server and config changes must made
in php.ini file.

Compiling OpenSSL for Apple OSX :

JConfigure darwin64-x86 64-cc shared enable-ec_nistp 64 gcc_128 no-ssl2 no-
ssI3 no-comp --openssldir=/usr/local/ssl/macos-x86_64

make depend

sudo make install

The JavaScript JSRSA library includes translations of OpenSSL-written
functions, and it is used by the client.

An example of OpenSSL's certificate-generation process is shown as follows.

These are the OpenSSL default commands. JSRSA and PHP OpenSSL
equivalent functions are used in this thesis instead of these commands.

Generating a private key

OpenSSL command: genrsa —out mvotrprivkey.key 2048
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] CA\OpenSSL\bin\openssl.exe

DpenSSLy genrsza —out muotrzerverprivkey.key 2048
Loading *screen’ into random state — done
enerating REA private key, 26848 bit long modulus

+++

LT

Figure 5.2 OpenSSL Key Generation

Private Key after this operation:

————— BEEZIN ERIVATE EEY-———-
MIIEvAIBADANEghghkiGowlBAQEFALSCREYwggSiigER o IBAHTAEvADh AW v DH
DTkiARTEVPgrs4kpMoOTHHDT S chozpeetggl/ 2/ 0d+3ebvNxzt eESXzgPDpxET e
OUwEDEY Ye35MoBYEnT02idNOo0us 4w,/ 3ddHNf dus jHg3nRJgyrcWH r FkOt =G F Junrs
eelX7ZZcINIUTDOcY rEfSeHlme 6leomYim3a V00 PPharcvZ3QEL7TsEKlgTavDsfms
HykmuUEgVmeZpPrjeHPruvheMpp+0HEehml 1 j IxI SEbwhEgr 0 vd0W+HE] 3xpifp
VyrEJZvoV1inoyhA39MINET IomHJoZ 3 6W 7 ooWmmrc7eBEbomh Vel S5v]) /pRlaTkncms
wd3J8GcCAWEARDRCAQR a0 sdptwZhHSbyRZBVREg, / JecBMYZT3IyZbka,/ SAocByHEg
BNbFg45pNplC+QoiSkANulyIxl1in30gveE ladE7pd2 JSEQueiQil10EEDEN /MEJY
vIRgvQM/ cadlDbeLOEYdrndZChtnleucHuhRotubQHPO0YSHgLUHxR I tmNd j 3+EwE
CMILuchfDewPnR7x¥Wt+9wEkHVETHSY Qb kB TELpJHEE4rRYtp ks ZE/ SrLZWEYAE
3kRsetSEEBNTEcgil+tuE4pZ 9 ZFbAYW 1 4mt Q3 rLpulRExYh £ 3Mr CbuocBEQSImgVEe 4T
vE3HDretFOCHSETEHish/ TetKlyIogejtQptldtRRoCEANUNjTOS sy IF+ONQCECOR
HtadEmeS1WI rIMMgvH1iECe 3uTYU3unGwH PIVESESYnJgY¥ TYNY 7gbly/ sgjogk
GMLEMSavkdFFZcrmaphI FHvpbLEVZZDdEFAROTERJChy JpeZrQh99hnZawlIiBZn
sg&vGuhAcftdlZqustkSvlanEEAIghEk?chdEEnFKEfs]iZbSASQDCRzENIHi
PgtUa3vHQDEM/ OTTHE+gtHEINOhd rHbnb e rgzWaeCdSTQimS L/ + FUxbEEX To S FN
gEiNIlg4GEulB4Xwr3Lto P/ EOEKLTAJLIIRSqO4dHt IMgBloAkJNSTYZ OV A hd VLA +
1I3teTbrioCEAMel SQoV+HEIREIgtHgkESVr TL72+trdLisSym7erUbVOPiVAHgh:a
givNpgfomwWHiNIyzsiZeZ2 4B3Hwly1+rEAMN PO I BmI85ZHh ShDI SR/ sQghdHturmBEW
SelMMOMpipEnE07nbSTRN,/GigebeUBb90EveeN TmEEe OvukMEJIELVgZAoGRABELH
HSIsJtD1YuxESSehDrl18PLekQ7EDL1dp3FT ToNovbglimnQE8 fh0 ki e S wEGVER
HWwkOxuD¥ulx5t85eUFgtacoctDW4cZEQ4gPoCimd Z0E0LaCeT1+wFjROP1lvmt OZERE
CkoWNdmDDy0CoxSt yHXEThCRiI Z9EnC34dz=R ) epnaCgYherpof 1 LTuB3HHgybQVEZW
WEMtyEZMteEefTN11UxENbeMsd3EThiS£1gihFgSyhigs 2ol MQEWgHWIgMCwDET
iBDUtxMOLKESz3UCOIEERLZE QB LFBowRCEXC] B+EndvugHFGEBapmuciydwigel
ZMZvINEBE1ILEJI®1 SUUHy =

————— ENLD PRIVATE EEY-———-

Certification Signing Request:

OpenSSL command: req -new -key mvotrclientprivkey.key —out mvotrclientcsr.csr.
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Opens8L> req —new —key mvotrclientprivkey.key —out mvotrclientcsr.csp
Loading ‘screen’ into random state — done

ou are about to he asked to enter information that will be incorporated
into your certificate reguest.

Jhat you are about to enter iz what iz called a Distinguished Mame or a DN.
here are guite a few fieldsz but you can leave zome hlank

For some fields there will bhe a default value.

If you enter *'.’,. the field will be left blank.

opuntry Mame (2 letter code> [AUI:TR

Ftate or Province Mame <full name?> [Some—-Statel:Izmiw

Locality Name (eqg, city> [1:Bornova

Organization Name (eg,. company? [Internet Widgits Pty Ltdl:¥Yaszar Unwv
Organizational Unit Mame (eg. section? [l:Computer Engineering

ommon Mame <e.g. server FQDH or YOUR name? [1:MuratOdemis

Email Address [l:murat.odemnisPyasar.edo.tr

leaze enter the following ‘extra’ attributes
o be sent with your ceprtificate request
challenge password [1:

Figure 5.3 OpenSSL Certification Signing Request

Certification request after this operation:

————— BEEZIN CERTIFICATE REQUEST-----

MIICsDCCRARCRAQRwgaIxnCzR JBgNVEAYTAI RSMO4wDAYDVOQIFAV JemZNciEQMRLG
A1UEBxMHmS vbmS Z Y TESMBAGRIUEChMIWWFz YT gVH S ZMROwEw YDV LEXRDBZ 1w
d¥RlciBFemdpbmVicemluZ zEUMEIGRITEARMLTEVyYERPZEVt el MuFDAmBgkghkiG
SwiBCQEWGHLlocmFOLmSkZW1lpclBSY{Nhei 51 ZHTudHIwggEiMAOECSgESIE2DQER
AOUARLA TEDWAWggEF Lo IBAQCveBZCa83PuSgchmiHYeyCHjx/ 1vDUTee932Echel Svw
GEJufkTDgRgYEgQE33c3Zet+PDDTOS5]FEvEime33wT1lw/ xIZCgzlgsvHiNTHDSND=
awlaSMMpEinrODSjZheKanvBodnt/ yZpHTERN+H0OIcZGz S CETATRequR4VWIISEFH
03010/ N3C51EpE8gxBi cgruGiMnbyvFZVgni+el ez ZCMEnPniY{Shi IDxNeEhthw
bFJEBJHduEL /HYHr4ICnnZaRi7YBninUeQelSkzMa IxeKosgTEMVMdHY 2 +eHUDNgk
FeikntgWdij4hutudkcNECSTYbEnl rD4HGWY IbvvgValigMBARGgADENEgkghkic
SwOBAQUFARDCAQEL] J3LmBOzoxeFtEestiZSlelR2ultopZod fauow3dCGFTb+4g05t
UTHgRelLsERhHbuZ jD7bDjnamDEJxVoi+torl+ips8JZgpglEj+lecInkuSeUPgtEPhC
HE0G0zwsNZ M k0 cMEynFCEtt+glone5Y TarnC4dBZhBXE] JtBu/ /NCwbyLak,/3QMclt
HVeCNiTSkZwehgRHEvUvZ Ak candvwJEjVHME j TWBgrFmhe j O/ pfD0QbaaSfEIGOto
+EQEiPECaNVELIWu/ I1mZe¥ o J4iMT1t8253t0etpasFER44e 55 fCT412RENkDagRltp
DoeSL¥dudsmrExoZ ZNxDEE4N1oT1YOhCFwIhja=—

Distributing x509 Certificate to client with date of validity:

OpenSSL Command: x509 —req —days 30 —in mvotrclientcer.csr —signkey
mvotrserverprivkey.key —out mvotrclientcertificate.cer
DpenSSL> x5%8? —reqg —days IB —in muotrclientcsr.csr —signkey muotrserverprivkey_ k

By —out muotrclientcertificate.cer
pading ’‘screen’ into random state — done

Bignature ok
ubject=/C=TR/S5T=Izm“x8Dr L=Bornovars0=Yaszar Unv-0U=Computer Engineering-CN
Pdemissemailfddress=murat.odemiz@yasar.edu.tr

Figure 5.4 OpenSSL distributing certificate
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af Certificate

Details | Certification Path

Show: | <All= W |
Field Value o
L_,_'] Version Vi
DSErial number 00 fd fd df da 65 ed 7a 32
DSignaMre algorithm shalR5A
DSignaMre hash algorithm shal
Blssuer murat.odemis@yasar.edu.tr, ...
[=|valid from 10 Ocak 2016 Pazar 15:46:23
D'u'alid tao 9 Subat 2016 Sah 15:46:23
I-_'IQ| hiart miirat ndemizi@uacar adi e W
V1

MIIDwiCCAQoCCRDS/d/ aZel M ANBgkghkiGowlBAQUFADCES ] ELMAKGALUZBRM
VFIxDjAMBgNVBAQUBUL 6bY1yMRAWDGYDVRHEWdChS Jub3 ZhMR TWEAYDVQREEWL:
YXNhciBVbnYxHTAbBgNVEASTFENvEXB1dEVyIEVuZ2 1uZWVyaWSnMRQWEgYDVRRI
EwtNdXThdE9kZW1pozEoMCYECSqESTh3DEJARY ZhXVy YRQubZRIBH1zQH1 heZ Fr
LmVkdS50c] Ae FulxNy AxMTAxM=zQZM Na Fulxi] A yMDkxMzQ2M i NaMT i MO swCQYI
VRREEwIUT ECMAWGALUECEQFSKpt j X IxEDACBgNVEACTED JvemsvdmExE j AQEgHT
BRoTCV1hceZFyIFVudjEdMBsGRIUECKMUQZ St cHVOZXIgRWSnaWS 1 ZKJpbmex FDR!
BgNVBAMICO1lcmFOTZR1bW1zMSgwIgY JEoZ ThveNAQkBFh]l tdXJhdCSvEZGEVEaXNI
eWFz¥XTuZWR1LnRyMIIBIjANBgkghkiGowlBAQEFALOCAQSAMT IBCQECAQEAZNT
wELVix9/0volaAYHHx ] rm0cIvgOds4 £R+HwzLCT 7 2mBOofHDO I /Ecahw/ 13Gav!
Ep5+uKgli457ZMIqE LHramOGME/ SEEKSYUVZde/mj j 0XEkwY 38 4dYHIrgt 3t Jha!
QWuuy¥gttDXCans /MATIgsF2 £5Uq0 7pNqdw+RERRZ j rI96gBIsHY 1N/ doMyZ cé+:
IMrSwnv3rap4WngZliTEUoRxeasamCwiEIZGEE1JTeTYhS5c3B5YcBhvk54aE39i(
SyPytXibreolEmi+VRTYVEQsMBLamAWCY A HEWGuO yRRfdDgfe TYSBATeTtAuT Ix]
hytiWEQOUYHEm/ rkGQIDAQABMANECSqES Ib3DRERBQUARA IBARBFIZLIEZuT zKal
SHpGwNasIGKiqy¥3826ifiYePgeKFpZvraCipu/ tw¥sfUkPsrRLRSgHpIF4nahk!
VRkndUSSaFihULyud+mk&o,/UIiCcHIc IVRE TS0 2KHT jwul,/n051053qsB3HDgvpe
TEQDNpTZvFrtxbIzuGs fegqns lITQOXLUAIXY3Q1sUhv0SV/ x¥t14hKSS/ pQbonVh:
r+BAmPSBn+H/ YnyHQEV]+u+0e SVwwBITpJkPhVCuD1TEUsK1hdET0nlcz1RceL3B.
Ulg83vBiuejcfxgBsPlasVglRpNéeglBntgzalpTYul4EJEVE1ByweEVYg3I1Ks0:
DRUpQi4d

Figure 5.5 Certificate which is will be to KeyChain
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5.4 HMAC-SHA

A message authentication code (MAC) checks the sum of information that is being
sent across an insecure channel. HMAC does the same thing, except it can use secret
key, and it hashes with Secure Hash Algorithm (SHA). SHA size can be 1,128,256 or
512. HMAC provides integrity, as well as authenticity. When the client and server
use pre-shared symmetric keys to calculate the HMACs, each side can be confident
that the other's program has the secret key. This establishes the authenticity of both
the server and client.

For another interpretation, this application's HMAC workflow is seen in Figure 5.6.

‘ SERVER

CLIENT

I
|
1: 2: Curve25558 Key Exchange |
| -]

Key.

at this step Each Side have same Curve25559 Shared Secret ﬁ

3: HMACSHA [data sharedSecretkey )

4: Send data and HMACSHA1(data sharedSecretKey)

4.1: Retrieve Data from request, Retrieve Client
:‘ HMACSHA1|data sharedSecretkey ) from Header

4.2: Calculate HMACSHA [retrievedData sharedSecretkey)

i 4.3: Control if
HMACSHA1 | retrieved Data, shared Secretkey) equals to
retrieved HMACSHA1(data, sharedSecretKey)

Figure 5.6 HMAC illustration

Step 1: The key exchange function is requested and completed. In order to compute
the HMAC of data, both sides (server and user) must have the same secret key.
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Step 2: The MAC SHAL data translation is computed by the client's shared secret
key.

Step 3: Data is sent via an Ajax request. The computed HMACs are sent to the
header.

Step 4: On the server's side, the HMAC SHAL codes are computed by the same
shared secret key that was generated by the key exchange.

Step 5: HMAC SHAL data that is retrieved from the processor is compared to the
“lost verification” data in the network. In other words, if computed HMACSs are not
identical then the process is stopped.

Example:

Client Side:

plainText = “helloworld”

Secret Key: 194k24PPa8/aN7Jbm4jx9INMsuJrl5/dQxwtAlidsn4=

Message Digest Algorithm: SHA1

Computed HMAC: f1ddc491989a04e41e029dcbb6abeead 7f2d6661

Server Side:

plainText = “helloworld”

Secret Key: 194k24PPa8/aN7Jom4jx9JNMsulr15/dQxwtAlidsn4=

Message Digest Algorithm: SHA1

Computed HMAC: f1ddc491989a04e41e029dcbb6abeead 7f2d6661

If computed HMAC:s are not identical then the process is stopped.
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6 COMPUTATIONAL RESULTS

Table 6.1 shows the computational results of the application.

As a test device iPhone 6 Plus was used to implement the application. iPhone 6Plus
has 1.4GHZ Apple A8 Processor and 1 GB of RAM.

This application is also tested for:

Table 6.1 Test Device Specifications

Mobile CPU RAM
Device
iPhone 5S Apple a7 1.3 GHz Cyclone 1GB
Ram
iPhone 4s Apple a5 1.0 GHZ 512 MB
Ram
Gi&r;;ulillgte 1.6 GHz quad-core 2GB
8 Samsung Exynos 4412 quad SoC processor Ram
Table 6.2 Runtime of Algorithms
Mobile Device | Curve25519 AES RSA Curve25519 Shared
KeyPair Encryption | KeyPair Key Generation
Generation | with 256 | Generation
Bit
Session
Key
iPhone 6 Plus ~5.5ms ~3.2ms ~169.6ms ~14.6ms
iPhone 5s ~5.8ms ~3.6ms ~186.3ms ~16.1ms
iPhone 4s ~6.9ms ~4.4ms ~203.3ms ~19.3ms
Samsung ~8ms ~4.8ms ~212.2ms ~22.3ms
Galaxy Note 8

In table 6.2 the results of the average of 1000 iterations are shown. It can be seen that
Curve25519 KeyExchange nearly 30 times faster than RSA KeyExchange and by
using the Curve25519 KeyExchange speed of the application outperforms.
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7 CONCLUSION AND FUTURE WORK

In this thesis, a reliable mobile voting application is tried to be developed. The
developed application can be used by the government for the general and local
elections and also it is adaptable for any type of election that carried out by the
universities or the other institutions. The system is intended to provide authorization
based voting. In other words, only the authorized people are able to display and cast
their vote in the selections through the developed application.

Aforementioned rules such as democracy, privacy, accuracy, fairness, security,
integrity, consistency, authenticity, eligibility, mobility, uniqueness, verifiability,
uncoercibility, and cost effectiveness are some of the mobile voting rules. If the
developed mobile voting and administration system in this thesis were considered,
user authentication part satisfies the democracy rule. In the system, just the
authenticated users can cast their votes. Also, the implemented system is appropriate
for the multiple language options, so this feature is also satisfies the democracy rule.

The most important aspects of the e-voting and the mobile voting is privacy. In the
developed system the id of the voters are never recorded. Users cast their votes, but
their ids or names were never kept in the system so anonymity is provided. Just
election id, voted option id and voting date are recorded to the database. While
providing the anonymity, also the standard of the uniqueness should be provided. In
the system user can cast only a single vote. Database records the election that is voted
by the user. Therefore, system records that which user casted his/her vote to which
election, not the option. All these processes in this system were performed by using
database; also the more developed systems can be applied. In this system, an extra
precautions were not taken into account for the vote counting process. In the future
studies, Threshold Cryptosystem (Damgard and Jurik, 2003), which shares out the
keys of the vote counting to the users, can be used and this system will enrich the
developed application. For instance in the general elections, the keys, which are
needed to display the results of the ballot, can be distributed to the representatives of
the political party. The representatives cannot display the results without coming
together at the same time. Basically, developing this kind of system will be more
legitimate. Therefore, vote counting is going to be more reliable, people do not need
to trust just a single institution. In the Threshold Cryptosystem, several parties must
cooperate in the decryption protocol.
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System provides the standard of fairness, but because the voting time is not added,
after the end of the voting period, the result of the voting is not shown to the users
from the application. Results of the votes just can be displayed by the institution or
the system administrator. This part can be further improved. Security mechanisms
that are used for the developed system are explained in the previous sections and
several security steps were added. Thus, security and complex security rules were
satisfied. However, implementing that much security steps can cause a conflict in the
cost-effectiveness. Although, the voting process takes long time, Curve25519 key
exchange scheme gives result quickly so the time tried to be minimized. In the system
consumed time is insignificant for the cryptology schemes, but sms part, fingerprint
detection, entering geometric pattern password take much more time. In the system,
database and the server is reliable for the integrity but extra cautions can be
considered in the future works. Mobility is totally provided, user do not have any
limitation for the location, and they can cast their votes from everywhere.
Authenticity is provided by SSL and user credential submission is improvement for
authenticity. Also, in the system having another activation mechanisms that are
explained before, provides Authenticity. Any extra study for the Verifiability is not
carried out. User casts the vote, but if it is asked that the casted vote belongs to that
user or not, then it is answered as a database query. This part can be further improved.
Extra step is developed to satisfy uncoercibility rule, while most of the e-voting and
mobile voting applications do not have any study for that rule. In this thesis, user can
cast the vote by entering the system with his/her fake password or fake geometric
password, but the vote will be invalid. Therefore, user does not have to cast the vote
to the undesirable option while he/she is under pressure. Furthermore, if the phone is
shaken over a predetermined threshold, then the application is locked and fingerprint
detection system enables, so this feature also satisfies the uncoercibility.

System has been optimized with respect to the speed and the performance
within the application. The security side of the application can be further improved.
In this system, while generating the prime numbers or implementing the cryptology
algorithms, frameworks and plugins are used in some cases. Using these frameworks
and plugins causes dependence on other sources whereas most of them are open-
source. For instance, in some encryption processes, library of System.Crypthology in
Microsoft is used and this causes a dependence on Microsoft. All the
implementations of the security processes should be carried out within the developed
system. For the future work, unique libraries can be implemented for the processes of
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the system such as; generation of prime numbers, generation of random numbers,
encryption etc.

Zero-Knowledge Proof (Baudron et al., 2001) system that is similar to the
Threshold Cryptosystem can also be used. It is a method by which one political party
(the prover) can prove to another political party (the verifier) that a given statement is
true, without conveying any information apart from the fact that the statement is
indeed true.

IOS operating system based mobile application was implemented in this thesis.
Also the application based on Android operating system was developed but have not
tested rather well. In addition to the mobile application, web site is also designed.
However, extra methods about web security has not integrated. Completion of the
Android based application and the secured web site will be studied in the future.
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APPENDIX A

Frameworks & Plugin & Tools

Cordova https://cordova.apache.org/ Apache
Xcode https://developer.apple.com/xcode/ Apple
i : r Google /
Crypto-js https://code.google.com/p/crypto-js/ Joff Mott
Ecma-Nacl https://github.com/3nsoft/ecma-nacl 3nsoft
OOP JS .NET http://www.jocys.com/Common/JsClasses/Docume Ejocys
PORT nts
Curve25519-JS https://github.com/hanswolff?tab=repositories Hans
Wolff
Local https://github.com/katzer/cordova-plugin-local- Katzer
Notification notifications
Device Identifier https://github.com/mgcrea/cordova-secureudid Oliver
Lovignes
jQueryMobile http://jquerymobile.com/ jQuery
jQuery http:/jquery.com jQuery
OpenSSL https://www.openssl.org/ OpenSSL
patternLock https://github.com/s-yadav/patternLock Sudhansh
u Yadav
Shake https://github.com/leecrossley/cordova-plugin- Lee
shake Crossley
FastClick https://ftlabs.github.io/fastclick/ FtLabs
Hammer.js http://hammerjs.github.io/jquery-plugin/ Alexander
schmitz
Modernizr https://modernizr.com/ Modernizr
Wikitude https://www.wikitude.com/ Matteo
FaceRecognation Spinelli
Chaos.Nacl https://github.com/CodesInChaos/Chaos.NaCl Wikitude
Flavr popup http://codecanyon.net/item/flavr-flat-jquery-popup- Dierg

dialog/7021021

75



https://www.openssl.org/

APPENDIX B

Administration System Entity Relationship and Database Diagram
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Administration Panel Screenshots
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WEBSITE SCREENSHOTS

Website is designed for future work. It is working now but all the security phases

doesn’t implemented.
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MOBILE APPLICATION SCREENSHOTS
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